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@ OueHka IT pnckos




IT Risk Assessment Overview

OTueT obecrneurBaeT AeTaNbHbIA 0630p UMetoLMXCa IT puckoB. KOHTPOAMPYNTE PUCKU U CHYXAWTE WX, HEMPEPbIBHO OTCIEXMBAA U YCTPaHAS
Cnabble MecTa B cpeje, Takie Kak XaoTNYHO OpraHM30BaHHas CTPYKTYpPa MPUBUAErIA, TEHEBbIE YYETHbIE 3anC/ MOb30BaTeNel U KOMMbHOTEPOB,

HenpaBUIbHOE COAEPXMOe 0bLMX GaloBbIX PECYPCOB.

Total risk level for Users and Computers: m Take action

Risk

U=zer accounts with Password never expires

U=ser accounts with Password not required

Disabled computer accounts

Inactive user accounts

Inactive computer accounts

Ratio

23

0

3 of 22 (13.6%)

0
9 of 19 (47.4%)

Total risk level for Permissions: B Take action

Risk

User accounts with administrative permissions

Administrative groups

Empty security groups

Ratio
23 of 39 (559%)

9 of 84 (10.7%)
51 of 84 (60.7%)

Total risk level for Data: m Take action

Risk

Shared folders accessible by Everyone

File names containing sensitive data

Potentially harmful files on file shares

Dhirect permissions on files and folders

Ratio

10of 32 (3.1%)

15

16

205 of 205 (100%)

Lewvel

B Takeacticn
B Acceptable
B Takeacticn
B Acceptable

B Take action

Lewvel

W Take action
W Take action

W Take action

Level

Pay attention
B Take acticn

B Take action

B Take action
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I Data Access Trend

OTUeT COAEePXUT CBOAHYK CTAaTUCTUKY MO WCMONb30BaHWIO JAaHHbIX Ha GaloBbIX CepBepax U CepBepax

SharePoint. OTcnexmnBante BCMeCKN akTVBHOCTW, MpeAoTBpallaiTe MoTeHUMaNbHble Yrpo3bl 6€30MacHOCTY

IaHHBIX.
Top: 5 From: 6/5/2016 12:00:01 AM To: 10/6/2016 11:59:59 PM Time Zone: UTC+03:00
ACTIVITY TREND DELETIONS
300
250
200 ENTERPRISE\).Carter
150
100 ENTERPRISE\T Simpson
50
o N Alma Ase o A . A system
o o o o o o
D:QS:‘,\ &Q\ ,b\':?\ ,,)09\ "LO'Q\ ,L\'P\ ENTERPRISE\D.Harris
fo{l’ ’\'{\ ) 'b\q’ 3 '\Q\
—— Reads - Modifications Deletions 0 2 4 6 8 10 12 14 16
MODIFICATIONS READS

ENTERPRISEV).Carter ENTERPRISEV).Carter

EMTERPRISE\t.simpson _ ENTERPRISE\T.Simpson

system ENTERPRISE\MEA_F5

ENTERF’RISE\D.HarrisI ENTERPRISENG.Brown

ENTERPRISE\g.brown I ENTERPRISE\D.Harris
0 20 40 60 80 100 0 50 100 150 200 250 300
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I Creation of Files with Sensitive Data

netwrix

OTyeT cobvpaeT AaHHble MO MOJb30BaTeNdAM, KOTOPbIe CO3[4ar0T ¢panibl C LEHHOWN MHPOopMaUVen, rnprceanBas

3TUM dannam COOTBETCTBYHOLME Ha3BaHWA: Hanpumep, "Mownllaponn.docx”. ®opMupynTe 3TOT OTYET, YTOOb

OTCNEXVBaTb NOSABAEHME Takmx GannoB, a Takxke, YTobbl 06ecneynTb 3aLUTy MOAO0OHbLIX AOKYMEHTOB. HekoTopble

C/10Ba 3ampeLleHbl Mo yMon4YaHuto: password, social security number, credit card, cardholder, payment, payroll.

Filter Value
What User Name
\\fsT\shared\Accounting\PWD.docx ENTERPRISE\T.Simpson
\\fsT\shared\IT\PASSWORD.txt ENTERPRISEN).Carter
\\fsT\shared\Office\SSN.xlsx ENTERPRISE\J.Brown
\WfsT\shared\Accounting\payment.xlsx ENTERPRISE\G.Law

Actions
9

When Created

6/14/2016
2:19:18 PM

8/9/2016
3:06:11 AM

8/22/2016
4:33:46 PM

8/25/2016
3:04:31 AM

11



I Activity Outside Business Hours
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OTuert coAepXnT aHHble MO BCEM M0O/Ib30BaTe/IAM, KOTOPbIE MPOABIAOT aKTMBHOCTb B CETV B Hepa6oqee BPEMA.

|/|C|_|Oﬂb3y|7|Te OTHET ANA BblABIEHINA ﬂogozapmeanoM dKTBHOCTW.

Filter

Who

ENTERPRISE\P.Smith
ENTERPRISE\).Carter
ENTERPRISE\T.Simpson

ENTERPRISE\B.Johnson

Value

Actions

171

64

22

12
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I Failed Activity Trend

OTueT noka3blBaeT CBOAHYH CTAaTUCTUKY MO BCEM HeyAaYHbIM AEMCTBUAM: HeyAauHble MOMbITKY YTEHWA WA
MOAMUKALMM  GaN0oB, HeyaauHble MOMbITKM Bxoda B cuctemy W T. 4. OT4eT TakkKe COAEPXUT Cncok
NoNb30BaTenel C HauboMbLLUUM KOMMYECTBOM MOAOOHbIX MHUMAEHTOB. OnpeaeneHHoe KOAMYeCTBO HeyaauHblX

MOMbITOK HEM30eXHO BO BPeMA pPaboThbl, HO BHE3aMHbIM Pe3KniA (M1 MOCTeMEHHbIN) POCT  TakoW akTUBHOCTWU

MOXET CBUAETE/IbCTBOBATbL O BMPYCE W1 aTakKe.
Filter Value

2500
2000
1500
1000

500

AR .

6/5/2016 6/25/2016 7/15/2016 8/4/2016 8/24/2016 9/13/2016 10/3/2016

I Oracle Database [ Active Directory Logon Activity [l SQL Servers [l File Servers

Date: 6/14/2016 (Attempts: 40)

Who Attempts
ENTERPRISE\G.Brown 33
ENTERPRISE\T.Simpson 7

13



I Potentially Harmful Files — Activity
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OTyeT nokasbiBaeT AOCTYN K MOTeHLMANbHO BPeAOHOCHbIM GaifiaMm (YCTaHOBLUMKW, CKPUMTLI 1 reg-Gakbl) Ha

BalLMX GanioBbIX pecypcax U cantax SharePoint, a Takxe 13MeHeH s, BHOCKMMbIe B 3TV Galibl. TV Gaibl MOTYT

ObITb BMPYCaMW, MO3TOMY He [JO/IKHbI XPaHUTLCSA Ha 0bLLMX pecypcax. MICnonb3ynTe 3TOT OTYEeT A8 OTCEXMBAHUSA

MHUWAEHTOB 1 MpeAoTBPaLleHus yrpo3 6e30MacHOCTY.

Filter

Value

Audited System: File Servers

Action

Added

Read

Read

Added

Read

What

W\ 192.168.10.200\ifs\share\Distrib\Dell Change Auditor Agent & (x64).msi

\WsT\shared\Dewisass.inf

\\fs1\shared\Managers\nvcpl.exe

\\192.168.10.200\ifs\shared\Managers\nvcpl.exe

\Wfs1\shared\PM\crss.hta

Who

ENTERFRISE
vJ.Carter

EMTERPRISE
ZJ.Carter

ENTERFRISE
vJ.Carter

EMTERFRISE
ZJ.Carter

ENTERFRISE
vJ.Carter

When

5/4/2016
2:43:32 PM

5/4/2016
2:43:32 PM

5/4/2016
2:43:35 PM

5/4/2016
2:43:35 PM

5/4/2016
2:43:37 PM
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I Logons by Single User from Multiple Endpoints

OT4eT CoAepPXnT AddaHHble MO MoJIb30BaTe/IAM, KOTOPblIe BOW/IM B CUCTEMY C HECKOJIbKINX pa6oq|/|>< CTaHI_I,I/||7| B
TedeHMe KOPOTKOIro rneprnoda BpeMeHN. |_|O,£I,O6Hb|e NHUWMAEHTBI MOTYT CBNAETE/IbCTBOBATEL O KpaXe Mapo/id Y3.

MCHOﬂbByMTe oTdeTr AJid BblABAEHUNA T1O0OAO0O3PUTENTbHbIX |D,@I7ICTBI/II7I MONb30BaTenel 1 NnpeaorBpalleHNAa yTe4dkin

NaHHbIX.

Filter Value

Who: ENTERPRISE\J.Carter (First Attempt: 10/6/2016 12:30:09 PM)

Endpoint Logon Attempts
192.168.10.25 17
ENTWKS0376 15

Who:  ENTERPRISE\T.Simpson (First Attempt: 10/6/2016 12:29:07 PM)

Endpoint Logon Attempts
ENTWKSO0376 9
172.17.4.12 7
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| Sensitive Files Count by Source

OT4YeT nokasbiBaeT KOMNYECTBO GaiioB, COAepXallyx ornpefefieHHble KaTeropun KOHQUAEeHUManbHbIX AaHHbIX. 1M HaxaTyM Ha CCbiaky "
"Categories" man "Source" Bally pe3ynbTaTbl CYXakoTCd A0 OMNpeAeneHHoro ¢aina B otyeTte. VICMonb3ynTe OT4yeT ANA OuUeHKM 0bbema
KOHOWMAEHLUMANBbHBIX JaHHbBIX B KaXA0W KaTeropu U 404 naaHnpoBaHna Mep Mo 3alyte AaHHbIX.

Content source Categories Files count
WEILESEVD M Accounting PCI D55 577
WEILESEVO\Finance HIPAL 7

PCI D55 310
\WEILESRVOTWHR GDPR 13734

PCI D55 1
SAFILESEVD M\ Marketing PCI D55 5
WAFILESEVD M Public GDPR

HIPAA

PCI D55 4

17
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Sensitive Files and Folders by Owner

OT4yeT nokasblBaeT BRafenblLeB GanoB U MarnokK, KOTOPble XPaHATCA B YKA3aHHOM OOLLer narmke U cojepxaT BblOpaHHble KaTeropuwu
KOHOUAEHUMANBHbBIX AaHHbIX.

Owner: WIN-CR43A0LBE70\Antonio Velazco

UNC path Categories
‘Whilesre DT\ Publichinceming GDPR

HIPAA

PCI D55
‘WhilesreDTWPublichIncemingtlicenses registry.xlsx GDPR
‘Whilesre DM Publichinceming Persenal card.ritf PCI D55
WhilesreDP\Public\dAccounting\urgent_payment.xt PCI D55
\Whilesne DM PublichMicrosoft Outlook.msg HIPAA

18
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| Activity Related to Sensitive Files and Folders

[Toka3biBaeT BCe MOMbITKMA AOCTYTla (Heygathﬂe n ycrelHble M3IMeHeHWA, YyCrelHble 1 HeydaYHble TMOMNbITKY UTeHna) K cbanaM 1 T1alKaM,

coZepxallmM onpeaeneHHble KaTeropym KOHQUAEHUNANbHbIX AaHHbIX.

Action

Modified

Details
Where:
Workstation:
Categories:

Object type What Who When
File \WhlesrvO7\Public\Public scanner\SCANNER04_DOC0451.)pg WIN-CR43A0LEETO 3/30/2018
\Administrator 9:59:57 PM
FILESRVO7

spb-tpa001.nwx.local
GDPR

Session ID: 00662f3c-0000-0000-01d3-c8582b0453bb
Added Permissions: S-1-5-21-1215417778-3642643989-2723776114-1007 (Allow: List folder / read data, Read extended attributes, Traverse folder / execute file,
Read attnbutes, Read permissions, Synchronize)

19
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All Active Directory Changes

OTyeT Mo V3MEeHEHVAM BCeX aTprbyTOB BCex 00beKTOB AD, A0O6aBNEHHbIX, YAaIeHHbIX I N3MEHEHHbIX 0OBbEeKTax.

Cambll TMONYNAPHBIA OTUEeT ANd OUeHKM COoCToAHUK Active Directory. bonblion Habop QUALTPOB ANd MoKCKa

COObITUN.
Filter Value
Action Object Type What Who When
B Removed user \com\enterprise\Managers\Bill Smith ENTERPRISE\T.Simpson  3/17/2016
7:15:51 AM
Where: dc1.enterprise.com
Workstation: 172.17.5.32
B Modified group \com\enterprise\Users\Managers ENTERPRISE\T.Simpson  3/17/2016
7:15:52 AM

Where: dc1.enterprise.com

Workstation: 172.17.5.32

Security Local Group Member:
+ Removed: "enterprise.com/Managers/Glen Johnson"

21



I Administrative Group Membership Changes
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OTUeT COAEPXUT AaHHble MO U3MEHEHW YNeHCTBA B aIMVHUCTPATUBHbLIX pynnax, Takux kak: Domain Admins,

Enterprise Admins, Schema Admins, Account Operators 1 T.4. YaeHbl JaHHbIX TPy VMERT MPaBo Ha KIrYeBble

AeCTBMA B Balwen UT-mHpacTpykType. MognmwumTecb Ha 3TOT OT4YeT, obecnedybTe A0CTaTOYHbIA YPOBEHb

6e30MacHOCTU BalLel CCTeMbl, CleamnTe 3a CObMtoAeHeM MONNTMK 6e30MacHOCTU BaLller KoMMNaHnm.

Filter

Value

Group name: \com\enterprise\Users\Domain Admins

Action

B Removed

Where:

B Added

Where:

B Added

Where:

Member

enterprise.com/Users/Harry Malicious

dcl.enterprise.com

enterprise.com/Users/Kenny Smith

dcl.enterprise.com

enterprise.com/Users/Peter Anderson

dc1.enterprise.com

Who

ENTERPRISE\T.Simpson

ENTERPRISE\).Carter

ENTERPRISE\T.Simpson

When

12/7/2015
3:14:35 PM

12/10/2015
5:49:00 PM

1/13/2016
12:43:00 PM

22



I User Accounts Status Changes

I3MeHeHMe cTaTyca Y3 nosb3oBaTenien (BKaoueHa/oTkIoueHa, 3a6/10K1MpoBaHa/pa3oiokmpoBaHa).

Filter

Total Count:

Who:
Action
B Enable
Where:
Who:
Action
B Locked
Where:
M Disable
Where:
B Disable
Where:

Value

7
ENTERPRISE\J.Carter

What

\com\enterprise\Users\George Black

DC1.enterprise.com

ENTERPRISE\T.Simpson

What

\com\enterprise\Users\George Black

DC1.enterprise.com

\com\enterprise\Users\Mary Wells

DC1.enterprise.com

\com\enterprise\Managers\Dean Galaher

DC1.enterprise.com

When

4/4/2016
3:37:58 PM

When

3/1/2016
3:01:03 PM

3/1/2016
5:21:03 PM

3/7/2016
11:40:14 AM

netwrix
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I All Group Policy Changes

OTyeTt COAEPXKNT AaHHblIE O M3MEHEHNAM BCEX 0OBEKTOB FPYNMNOBLIX MOANTNK, HAaCTPOEK, CCbINTOK, MPpaB AO0CTYTIa.

Filter

Action

B  Modified

Where:

Workstation:

Path:

Modified
Modified

Path:
Modified

Value

What Who When

Default Domain Controllers Policy ENTERPRISE\J.Carter 3/15/2016
4:10:55 AM

dc1.enterprise.com
pl.enterprise.com

Computer Configuration (Enabled)/Policies/Windows Settings/Security Settings/Advanced Audit
Configuration/Account Logon

Policy: Audit Credential Validation; Setting: Failure -> Success, Failure;

Policy: Audit Kerberos Service Ticket Operations; Setting: Failure -> Success, Failure;

General/Details
Computer Revisions: 20 (AD), 20 (SYSVOL) -> 21 (AD), 21 (SYSVOL);
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I Accounts with Most Logon Activity

netwrix

OTyeT COAEPXNT AaHHblE 06 YHETHbLIX 3alNCAX nonb3oBaTenen ¢ HanboNbLMM KONMYECTBOM MOMbITOK BXO4a B
CnNCremMy (Bk1HOYa4A AaHHbIE O HEeYAaYHbIX MOMNbITKAX onga).

Filter

Who

ENTERPRISE\J.Carter
ENTERPRISE\J.Smith
ENTERPRISE\T.Simpson

ENTERPRISE\P.Anderson

Value

All Logons

280
234
215

124

Successful Logons Failed Logons
280 0
231 3
215 0
122 2

25
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I Failed Logons

OTObpaxaeT BCe HeydauyHble MOMbITKM ayTeHTUGVKaumm B Active Directory. OT4yeT BaxeH a15 6€30MacHOCTH
JaHHbBIX VI MPOXOXAEHWA ayanTa Ha COOTBeTCTBME Vb cTaHAapTaMm.

Filter Value
Logon Type What Who When
Non- N/A J.Smith 4/15/2016
Interactive 3:34:37 PM
Where: dcl.enterprise.com
Workstation: entwks0321.enterprise.com

Cause: User logon with misspelled or bad user account

This entry represents 3 matching events occurring within 10 seconds.

Non- N/A P.Anderson 4/15/2016
Interactive 6:16:11 PM
Where: dcl.enterprise.com

Workstation: entwks0421.enterprise.com

Cause: User logon with misspelled or bad password

This entry represents 2 matching events occurring within 10 seconds.

26



Account Permissions in Active Directory (State-in-Time)

netwrix

OTyeT oTObpaxaeT 06bekTbl AD, MMeroLLMe HeoAHO3HauHble WAV yHac/e[l0oBaHHbIe MpaBa AOCTYMa, a Takke Crocob BblAauyM 3TVX MpaB

(HanpsaAMY WK Yepe3 UNeHCTBO B rpynne). PaspelleHns oTobpaxaroTcsa TOAbKO Aas MOoNb30BaTenell, NprHagnexalnx K OTCAeXMBaeMOMY

A0OMeHY. MOXHO nepelntn k oTyeTy "Active Directory Account Permissions Details", LenkHyB Ha MMA KOHKPETHOTO 0bbekTa.

Account: \com\enterprise\Users\John Carter

Object Name

‘com'enterprise

‘comenterprise’,Builtin

‘com\enterprise\Builtin\Access Control Assistance Operators
‘comienterprise\Builtin\Account Operators
‘com\enterprise\Builtin\Administrators

‘comienterprise\Builtin\Backup Operators

Object Type
domainDMN5S

builtinDemain
group
group
group

group

Means Granted

Dhirectly, Group, Everyone, Authenticated
Users

Group
Group, Authenticated Users
Group
Group

Group

27



Group Members (State-in-Time)

netwrix

OTYeT COAEePXUT AlaHHble Mo BCEM YleHaM BblOPaHHOWM rpynnbl, C yKa3aHem Tuna 0bbekTa (Mob30oBaTeflb,

rpyrnna, KOMnbTep) 1 CTaTycCa (BKIHYEH/BbIKTHOYEH).

Filter Value

Security Global Group:
Member Path

\com\enterprise\Managers\Charles Hoffman
\com\enterprise\Managers\Dean Galaher

\com\enterprise\Users\Harry Malicious

\com\enterprise\Managers\Managers

Type

user
user

user

Status

Enabled

Enabled

Enabled

28
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Administrative Group Members (State-in-Time)

Crnncky wneHos rpynn Domain Admins 1 Enterprise Admins, ¢ yka3aHuem Tuna (Noib3oBaTenb, rpynna v T.4.) v

CTaryca (BKtOYUeH/oTKNOYeH) ANg KaXaoro yieHa FPYNMbl.

Filter Value

Group Path: \com\enterprise\Users\Enterprise Admins

Member Path Type Status
\com\enterprise\Users\Administrator user Disabled
\com\enterprise\Users\John Carter user Enabled
\com\enterprise\Users\Tom Simpson user Enabled

Group Path: \com\enterprise\Users\Domain Admins

Member Path Type Status
\com\enterprise\lnactive Users\Kenny Smith user Disabled
\com\enterprise\Users\Administrator user Disabled
\com\enterprise\Users\Harry Malicious user Disabled
\com\enterprise\Users\John Carter user Enabled

29
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I User Accounts-Passwords Never Expire (State-in-Time)

CNMCOK YUYETHbIX 3amncer, Mapoam AN KOTOPbIX HE MMEKT CPOKa AENCTBUSA, C YKa3aHWEM PACMONOXEeHUS 1 CTYTyCa

Y3 (Bk/rHOYUeHa/BbIKTHOYEHa).

Filter Value

Path

\com\enterprise\lnactive Users\Alex Terry
\com\enterprise\lnactive Users\BIll Atkins
\com\enterprise\Managers\Eugenia Anderson
\com\enterprise\Users\Dian Harris
\com\enterprise\Users\Guest
\com\enterprise\Users\John Carter

\com\enterprise\Users\Kenny Smith

Status

Disabled

Disabled

Enabled

Enabled

Enabled

Enabled

Disabled

30
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I Group Policy Objects by Policy Name (State-in-Time)

OTyeT nMpeacTaBngeT CObON CMMUCOK BCeX OOBbEKTOB rPyrnoBOM MOANTUKK, C YKa3aHeM HaCcTpoeK ANA KaXAoro
0H6BeKTa U X 3HaUYeHns.

Filter Value

Policy Name:  Account enabled

Computer Configuration (Enabled)/Policies/Windows Settings/Security Settings/Local Policies/Audit Policy

Policy: Audit account management; Setting: Success, Failure;

General/Delegation

Name: ENTERPRISE\Domain Admins; Allowed Permissions: Edit settings, delete, modify security; Inherited: No;
Name: ENTERPRISE\Enterprise Admins; Allowed Permissions: Edit settings, delete, modify security; Inherited: No;
Name: NT AUTHORITY\Authenticated Users; Allowed Permissions: Read (from Security Filtering); Inherited: No;
Mame: NT AUTHORITYA\ENTERPRISE DOMAIN CONTROLLERS; Allowed Permissions: Read; Inherited: No;

Name: NT AUTHORITY\SYSTEM; Allowed Permissions: Edit settings, delete, modify security; Inherited: No;

General/Details

Computer Revisions: 4 (AD), 4 (SYSVOL);
Created: 12/9/2015 3:15:32 AM;

Display Name: Account enabled;

31



netwrix

Netwrix Auditor

for Azure AD




netwrix

I Azure AD Logon Activity

CMNnCoK yCrelHbIX U HeyaauHblIX CObbITUIA BXOAa Nob3oBaTtene B Azure AD.

Filter Value
Action Who When

B Successful T.Simpson@enterprise_.onmicrosoft.com 10/5/2016
Logon 24505 AM
Where: enterprise.onmicrosoft.com

Client IP: 12.95.21.122

Client: Exchange

Login Status: 0

User Domain: enterprise.onmicrosoft.com
Origin: Azure AD

B Failed J.Carter@enterprise.onmicrosoft.com 10/5/2016
Logon 6:12:16 AM
Where: enterprise.onmicrosoft.comClient
IP: 12.95.21.123
Client: Exchange
Login Status: 0
User Domain: enterprise.onmicrosoft.com

Origin: Azure AD
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I Group Membership Changes in Azure AD

OTUeT COAepPXUT fdaHHble MO BCeM W3MEeHeHVAM CoCTaBa rpynn B Azure AD. Vcnonb3ymte ero a4

obecneyeHmMs 6e30nacHOCTM BaLlLX AaHHbIX.

Filter Value
What Who When
Office Group T.Simpson@enterprise.onmicrosof ~ 10/1/2016
t.com 10:42:38 AM
Where: enterprise.onmicrosoft.com
Member:
* Added: "Adam Jones"
Managers T.Simpson@enterprise.onmicrosof ~ 10/1/2076
t.com 10:42:18 AM
Where: enterprise.onmicrosoft.com
Member:
* Removed: "Adam Jones"
Production J.Carter@enterprise.onmicrosoft.com 10/1/2016
10:14:58 AM
Where: enterprise.onmicrosoft.com
Member:

+ Added: "Glen Johnson"
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I User Account Management in Azure AD

OT4YeT Mo U3MeHeHUSIM YYeTHbIX 3ammcel Nonb3oBatenel B Azure AD, BKIHOUYaA Co3jaHne Y3, MOAVNOUKALIMKO
NN yaaneHve,

Filter Value
Action What Who When
B Added Tom Smith N.Hamphry@enterprise.onmicrosoft. 10/1/2016
com 10:41:01 AM
Where: enterprise.onmicrosoft.com

Account Enabled: "False"

Dir Sync Enabled: "True"

Display Name: "T.Smith"

Mail Nickname: "T.Smith"

On Premises Security Identifier: "S-1-5-21-270264179-917534861-3001894179-126647"
User Principal Name: "T.Smith@enterprise.onmicrosoft.com"

User Type: "Member"”

Origin: On-premises Active Directory
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I User Accounts Created and Deleted Directly in Azure AD

OTyeT MokasbiBaeT YYeTHbIe 3aM1CK MoJib30BaTesen, KOTopble OblI CO34aHbl U yAaneHbl Hanpamyro B Azure
AD, ©e3 1Cnonb3oBaHWA IokalbHOW Bepcun Activer Directory. V3MeHeHns, BHeCeHHble HenocpeaCcTBeHHO B
Azure AD, NpeacTaBAAroT MOTEHUMaNbHYH Yrpo3y 6e30nacHOCTV. VICNoNb3ynTe 3TOT OTUET, UTOObI BbIUMCINTG

3N10YMbILLUNTEHHWIKOB, TMbITatoLLUMXCA CKPbITb BPEAOHOCHYH aKTNBHOCTb.

Filter Value
Action What Who When
B Added Tom Smith J.Carter@enterprise.onmicroso 9/14/2016
ft.com 3:06:34 AM
Where: enterprise.onmicrosoft.com

Account Enabled: "True"

Display Name: "T.Smith"

Mail Nickname: "T.Smith"

Password Policies: "None"

User Principal Name: "T.Smith@enterprise.onmicrosoft.com”
User Type: "Member”

Origin: Azure AD
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gz Netwrix Auditor

for Exchange




netwrix

I All Exchange Server Changes

Bce n3meHeHVa 061beKTOB, HaCTpoek 1 NpaB A0CTyNa Ha cepsepe Exchange.

Filter Value
Action Object Type What Who When
B Modified user \com\enterprise\Managers\Alex ENTERPRISE\).Carter 11/5/2015
Terry 1:08:39 PM
Where: exchange.enterprise.com
Workstation:  192.168.10.5
Exchange Mailbox Security:
» Added: "FullAccess”
User changed to "T.Allen"
B Modified user \com\enterprise\Managers\Alex ENTERPRISE\T.Simpson 11/5/2015
Terry 1:08:40 PM

Where: exchange.enterprise.com

Exchange Mailbox Security:
» Added: "Permissions: ENTERPRISE\T.Allen (Allow: Create all child objects)”

msExchDelegateListLink:
* Added: "CN=Tom Allen,0OU=Production,DC=enterprise, DC=com"

B  Modified user \com\enterprise\Users\Help Desk ENTERPRISE\).Carter 12/10/2015
5:55:52 PM

Where: exchange.enterprise.com

Workstation: 192.168.10.3
Mailbox Created
Proxy Addresses changed to "SMTP:helpdesk@enterprise.com”
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I Mailbox Delegation and Permissions Changes

CrmcoK n3mMeHeHnm MpaB A0CTyra N AenernpoBaHMA NMOYTOBOIO ALLIMKA.

Filter Value

Who:  ENTERPRISE\J.Carter

Action Object Type What When
B Modified user \com\enterprise\Managers\Alex Terry 10/26/2015
12:33:45 PM
Where: exchange.enterprise.com

Exchange Mailbox Security:
+  Added: "FullAccess"

User changed to "J.Carter"

B Modified user \com\enterprise\Managers\Alex Terry 10/26/2015
1:01:59 PM

Where: exchange.enterprise.com

Exchange Mailbox Security:
*  Added: "FullAccess”

User changed to "T.Simpson”

B  Modified user \com\enterprise\Managers\Alex Terry 11/5/2015
1:08:39 PM

Where: exchange.enterprise.com

Exchange Mailbox Security:
*+  Added: "FullAccess"”

User changed to "T.Allen"
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I All Exchange Server Non-Owner Mailbox Access Events

OTueT coaepXnT uHOGOPMaUMKO MO AOCTYMY K MOYTOBbIM  ALMKAM CTOPOHHVMMU  MOMb30BaTeNAMN,

ICNONBb3yITe 3TOT OTYET AN BbIABNEHNA HECAHKLIMOHMPOBAHHbIX AEMCTBUIA 1 3aLUnThl Exchange.

Filter Value
Action Object Type What Who When
B Read Mailbox Folder T.Simpson@enterprise.com\Drafts John Carter 3/18/2016
4:44:31 AM
Where: exchange.enterprise.com
Client: Outlook Web Access
Client IP:192.168.10.45
B Added Mailbox Item T.Simpson@enterpriseoft.com\Contacts John Carter 3/18/2016
\Recipient Cache\Tom Simpson 4:45:12 AM
Where: exchange.enterprise.com
Client: Outlook Web Access
Client IP:192.168.10.45
B Added Mailbox Item T.Simpson@enterprise.com John Carter 3/18/2016
\Contacts\Recipient Cache 4:45:33 AM

\Harry Malicious

Where: exchange.enterprise.com
Client: Outlook Web Access
Client IP:192.168.10.45
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Netwrix Auditor

for Office 365




I All Exchange Online Changes

Bce n3meHeHna obbekToB, HaCTpoek 1 rMpas AocTyna Exchange Online,

Filter

Action

B Modified

Where:
Access Rights:

B Modified

Where:
Access Rights:

B Modified

Where:

Value
Object Type What
Mailbox T.Simpson
DM3PR15MB0603

+ Added: "NAMPR15A001\J.Carter (FullAccess)"

Mailbox T.Anderson

DM3PR15MB0603

+ Added: "NAMPR15A001\).Carter (FullAccess)"

Mailbox J.Carter

DM3PR15MB0603

First Name changed to "John"

Last Name changed to "Carter"

Who

J.Carter@enterprise2016.

onmicrosoft.com

J.Carter@enterprise2016.

onmicrosoft.com

J.Carter@enterprise2016.

onmicrosoft.com

When

3/18/2016
411:31 AM

3/18/2016
4:29:06 AM

3/18/2016
4:29:30 AM

netwrix
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Exchange Online Mailbox Permission Changes

CrnCOK N3MEHEHN B MpaBax A0CTyNa K MOYTOBOMY SILLIVIKY.

Filter Value

Who:  J.Carter@enterprise2016.onmicrosoft.com

Action What When
B Modified T.Simpson 3/18/2016
4:11:31 AM
Where: DM3PR15MB0603

Access Rights:
Added: "NAMPR15A001\B.Atkins (FullAccess)"

B  Modified T.Anderson 3/18/2016
4:29:06 AM
Where: DM3PR15MB0603

Access Rights:
Added: "NAMPR15A001\B.Atkins (Read)"
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I All Exchange Online Non-Owner Mailbox Access Events

OTueT coaepXnT wHOGOPMaUMKO MO  AOCTYMY K MOYTOBbIM ALUMKAM CTOPOHHVMU  MOMb30BaTeNAMN.

ICNONb3yITe 3TOT OTYET A1 BbIABNEHNA HECAHKLIMOHMPOBAHHbIX AEMCTBUIA 1 3aLnThl Exchange Online.

Action Object Type What Who When
B Added Mailbox Item T.Simpson@enterprise2016.onmicros  John Carter 3/18/2016
oft.com\Drafts\security stuff 4:45.57 AM
Where: CY1PR15MB0217

Client: Outlook Web Access
Client IP: 81.95.21.122

B Read Mailbox Folder A.Terry@enterprise2016.onmicrosoft. ~ Harry Malicious 3/18/2016
com\Inbox 5:11:25 AM
Where: BLUPR15MBO195

Client: Outlook Web Access
Client IP: 81.95.21.122

B Read Mailbox Folder ATerry@enterprise2016.onmicrosoft.  Harry Malicious 3/18/2016
com\Inbox\Production 5:11:32 AM

Where: BLUPR15MB0O195
Client: Outlook Web Access
Client IP: 81.95.21.122
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I All SharePoint Online Activity by User

OTYeT Mo N3MeHeHVAM U MorblTkaMm 40CTyna K ¢epmam Sharepoint Online.

Filter Value

Who:  T.Simpson@enterprise.onmicrosoft.com

Action Object Type What When

Removed Document https://enterprise.sharepoint.com/Office/TempTT.docx 9/14/2016
10:23:18 AM

Where: https://enterprise.sharepoint.com

Workstation: 82.25.21.122

Added Document https://enterprise.sharepoint.com/HR/Holidays.docx 9/14/2016
10:30:23 AM

Where: https://enterprise.sharepoint.com

Workstation: 82.25.21.122

Modified Document https://enterprise.sharepoint.com/IT/VXManual.pdf 9/14/2016
10:30:28 AM

Where: https://enterprise.sharepoint.com

Workstation: 82.25.21.122
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netwrix

OT4yeT Mo M3MEHEeHUAM KOHTEeHTa (,D,O6aBJ'IeHI/Ie, 3adlPy3Ka, l\/IO,[I,I/ICI)I/IKaI_LI/II/I N T 4) CaNTOB, CrKCKOB, 3N1eMEHTOB

CMnckKoB N AOKYMEHTOB. |/|CI_IOJ"Ib3yI7ITe oTyeT AJ1A BblABIAEHNA I_IO,ZLOBpl/ITeﬂbHOVI dKTNBHOCTW N MPped0oTBPdLLEHA

MnoTep BaXHblX AdHHbBLIX.

Filter

Action

B Added

Where:

Workstation:

B Added

Where:

Workstation:

B Moved

Where:

Workstation:

Value

Object Type What Who

Document https://enterprise.sharepoint.com/IT/

Virtual.xlsx

t.simpson@enterprise.on
microsoft.com

https://enterprise.sharepoint.com/IT/

82.25.21.122

https://enterprise.sharepoint.com/IT/ALC.xlsx  t.simpson@enterprise.on
microsoft.com

Document

https://enterprise.sharepoint.com/IT/

82.25.21.122

Document https://enterprise.sharepoint.com/IT/147 t.simpson@enterprise.on

1696404149.jpg microsoft.com

https://enterprise.sharepoint.com/IT/

82.25.21.122

Url changed to "Shared/1471696404149.jpg"

When

9/12/2016
7:36:48 AM

9/12/2016
7:37:09 AM

9/12/2016
73741 AM
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I Data Access

OTyeT MokasblBaeT, Kakve Mofib30BaTeN nmpocMaTpuBanu cnvcku SharePoint Online, mbiTanncs MoONyYnTb

AOCCTYN K AOKYMEHTaM W1 3al PyXKaJ/l AOKYMEHTHI.

Filter Value

What Who When

https://enterprise.sharepoint.com/sites/IT/VXManual.docx T.Simpson@enterprise.onmicrosoft.com 10/6/2016
3:04:20 PM

Where: https://enterprise.sharepoint.com/sites/IT

Workstation: 84.45.21.122

https://enterprise.sharepoint.com/sites/IT/ACL.xlsx T.Simpson@enterprise.onmicrosoft.com 10/6/2016
3:05:02 PM

Where: https://enterprise.sharepoint.com/sites/IT

Workstation: 84.45.21.122

https://enterprise.sharepoint.com/sites/Sales/P J.Carter@enterprise.onmicrosoft.com 10/6/2016

rices.docx 4:05:14 PM

Where: https://enterprise.sharepoint.com/sites/Sales

Workstation: 41.68.113.81
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Netwrix Auditor

for Windows File Server, for EMC,
and for NetApp




netwrix

I File Server Changes

[laHHbIe MO COOBITVAM Ha GaNNOBbLIX CepBepax: naMeHeHue GarioB, YTeHue, HeyaauHble NOMbITKA NPOYTEHNS U T.4,

Filter Value
Action Object Type What Who When
B Added File \\fs1\Shared\IT\New Text Document.txt ENTERPRISE\ 3/22/2016
J.Carter 10:45:40 AM
Where: fs1.enterprise.com
B Modified Folder ‘Ws1\Shared\Managers ENTERPRISE\ 3/23/2016
J.Carter 4:44:22 AM
Where: fs1.enterprise.com
Permissions:

«  Added: "ENTERPRISE\E.Anderson (Allow: List folder / read data, Read extended attributes, Traverse folder / execute file, Read
attributes, Read permissions, Synchronize) Apply onto: This folder, subfolders and files"

B Modified File Ws1\Shared\Managers\KPI Q4 2015.rtf ENTERPRISEY, 3/23/2016
J.Carter 4:44:22 AM
Where: fs1.enterprise.com
Permissions:

«  Added: "ENTERPRISE\E.Anderson (Allow: List folder / read data, Read extended attributes, Traverse folder / execute file, Read
attributes, Read permissions, Synchronize)"
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I Permission Changes

OTyeT No M3MeHeHVaM MpaB A0CTyMa K Garnam, mankam 1 obLmm pecypcam. OTueT HeobXoAUM ANA BbIABNEHUS

HECaHKLMOHMPOBAHHOIO AOCTYTIa.

Filter Value
Action Object Type What Who When
B Modified Folder \\fs1\shared\IT ENTERPRISE\ 11/16/2015
J.Carter 4:08:49 PM
Where: fs1.enterprise.com
Permissions:

» Added: "ENTERPRISE\T.Simpson (Allow: List folder / read data, Create files / write data, Create folders / append data, Read
extended attributes, Write extended attributes, Traverse folder / execute file, Delete subfolders and files, Read attributes,
Write attributes, Delete, Read permissions, Change permissions, Take ownership, Synchronize) Apply onto: This folder,
subfolders and files"

B Modified File \\fs1\shared\IT\manual.rtf ENTERPRISE\ 11/16/2015
J.Carter 4:08:49 PM
Where: fs1.enterprise.com
Permissions:

« Added: "ENTERPRISE\T.Simpson (Allow: List folder / read data, Create files / write data, Create folders / append data, Read
extended attributes, Write extended attributes, Traverse folder / execute file, Delete subfolders and files, Read attributes,
Write attributes, Delete, Read permissions, Change permissions, Take ownership, Synchronize)"
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I Successful File Reads

OTYeT COAePXNT AaHHbIe MO BCEM YAaUHbIM MOTMbITKaM NPOYTeHVs Gainios.

netwrix

Action Object Type What Who When
B Read File \\fs1\Shared\Managers\KPI Q4 2015.rtf ENTERPRISE, 3/15/2016
J.Carter 4:15:05 AM
Where: fs1.enterprise.com
B Read File \\fsT\Shared\Managers\log.txt ENTERPRISE\ 3/15/2016
J.Carter 4:15:35 AM
Where: fs1.enterprise.com
B Read File \WWs1\Shared\QA Production\Alliance Plan.rtf EMTERPRISEY, 3/15/2016
J.Carter 41711 AM
Where: fs1.enterprise.com
B Read File \\fs1\Shared\QA Production\gpreport.htmi ENTERPRISE\ 3/15/2016
1.Carter 4:18:07 AM
Where: fs1.enterprise.com
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| Folder and File Permissions Details (State-in-Time)

OT4yeT MoKasblBaeT paspelleHus Ans nanok v GannoB (BblAaHHble HAMPAMYH WM 4Yepe3 YneHCTBO B rpyrne). VICnonb3ynte oT4yeT, YToOb
YBUAETb, KTO MMeeT AOCTYM K OnpeaeneHHOM nanke 1 ee CoAepXVMOMY, U MOKa3aTb 0ObEeKTbl, MMerUle pa3peLleHns, OTINYHble OT MNpaB
DOANTENBCKOWM Nanku. J1okanbHble NOAb30BaTeNN 1 TpyMnbl GalIoBOro cepBepa He BKAKYEHHDI.

Object: \\FS1\Shared (Permissions: Different from parent)

Account Permissions Means Granted
EMTERPRISELVA. Kowalski Read (Execute, List folder content) Group
EMTERPRISEVA. Watson Read (Execute, List folder content) Group
EMTERPRISENAdminT Read (Execute, List folder content) Group
EMTERPRISE\VAdministrator Full Control Group
EMTERPRISE\D.Harris Full Control Group
EMTERPRISE\D.Johnson Full Control Group
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I Account Permissions (State-in-Time)

OTUeT CoAepXUT MHGOPMALVO MO YYEeTHbIM 3anncaM U KX NpaBaM AOCTyra K ¢GaliamM 1 narkam, C ykasaHvem
Crocoba MoyyYeHrsa npas: BblJaHbl HAMPAMYHO WAV 3a CYET YIeHCTBa B rpyrne. Nepeiada no cCbiike B AOKYMEHTe
- Bbl Cpasy nepengete Kk otyeTty "Group Membership by User", B KOTOpOM eCTb UHGOPMALS MO BCEM TpynnamM B

Active Directory, B KOTOPbIX MO/Nb30BaTe/lb COCTOUT. JIOKaNbHble YYEeTHbIE 3amnCi He BKIKOYEeHbl B OTYeT.

Filter Value

User Account: ENTERPRISE\J.Carter

Object Path Permissions Means Granted
\\192.168.10.200\ifs Full Control Directly
\\192.168.10.200\ifs\Distrib Full Control Directly
\\192.168.10.200\ifs\Finance Full Control Directly
\\192.168.10.200\ifs\Human Resources Full Control Directly
\\192.168.10.200\ifs\IT Full Control Directly
\\192.168.10.200\ifs\IT\New folder Full Control Directly
\\192.168.10.200\ifs\Managers Full Control Directly
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I Excessive Access Permissions (State-in-Time)

netwrix

[ToKa3blBaeT yUeTHbIe 3anncK C pa3peLleHnaMi K JOKYMeHTaM, KOTopble peako NCMoab3yrTcs. VIcnonb3yinTe 3ToT

OTYerT, YTOObI ornpede/intb HeHYXHble Ype3MepPHblie PDa3pellernd N CHU3NTb PDUCKW YTEYUKI AaHHbBIX.

Filter

Value

Object: \\fsl\shared (Permissions: Different from parent)

Account

ENTERPRISE\Administrator
ENTERPRISE\B.Atkins
ENTERPRISE\N.Key
ENTERPRISE\T.Simpson

NT AUTHORITYA\SYSTEM

Permissions

Full Control

Full Control

Full Control

Full Control

Full Control

Means Granted Times Accessed
Group 0
Group 0
Group 0
Group 0
Directly 0

Object: \\fsl\shared\Finance (Permissions: Different from parent)

Account

ENTERPRISE\A.Wiggin
ENTERPRISEVAdministrator

ENTERPRISE\B.Atkins

Permissions

Write and List folder content

Full Control

Full Control

Means Granted Times Accessed
Directly 0
Group 0
Group 0
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I Stale Data by Folder (State-in-Time)

OTYeT COAEPXUT MHPOPMALMIO O Marnkax 1 Gainax, C KOTOPbIMY He MPOUCXOANIO HKAKX AENCTBUIA B TEYEHUN

ornpeaeneHHoro BpemMeHu (no ymonyanunto: 180 aHewn).

Filter Value
Folder Owner Unchanged Files Unchanged Files Size (MB)
\\fsT\shared ENTERPRISE 7 48.3024
\Administrators
\\fs \shared\Production ENTERPRISE\).Carter 2 48.2537
\\fsT\shared\Managers ENTERPRISEAN.Key 1 0.0275
\\fsT\shared\Human Resources ENTERPRISE\B.Atkins 2 0.0207
\\fsT\shared\Finance ENTERPRISE\A.Terry 2 0.0005
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Potential Data Owners by Folder (State-in-Time)

OTUeT COAEPXUT AaHHbIE O MOb30BAaTENAX, KOTOPbIE YaCTO 06PaLLaroTCs K daiiam B 3ajaHHOM Nanke.

Filter Value

Folder: \\fs1\shared
Owner: BUILTIN\Administrators

Who Changes Reads
ENTERPRISE\J.Carter 97 431992
ENTERPRISE\A.Terry 68 0
ENTERPRISE\T.Simpson 18 75
ENTERPRISE\E.Anderson 0 5
ENTERPRISE\P.Morris 0 1
ENTERPRISE\H.Malls 0 13
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Netwrix Auditor

for SharePoint




I All SharePoint Changes

netwrix

OTUeT MO M3MEHEeHUAM W MOonMbITkaM A0oCTyrna K ¢epmam Sharepoint, KonnekuMn CamToB, MPUIOKEHVAM,

NONINTVKaM, rNpaBaM AOCTyra, CrckaM, JOKYyMEHTaM W T. 4.

Filter Value
Action Object Type What
B Modified Group Farm Administrators
Where: http://sp01:4755
Members:

» Added: "ENTERPRISE\T.Simpson”

B Added List Item http://sp01/Shared Documents "Human
Resources”
Where: http://sp01
Workstation: 192.168.10.25
B Added Document http://sp01/Shared Documents/Human
Resources/manual.rtf
Where: http://sp01
Workstation:  192.168.10.25

Who

ENTERPRISE\).Carter

ENTERPRISE\).Carter

ENTERPRISE\).Carter

When

4/20/2016
6:36:55 PM

4/20/2016
6:50:48 PM

4/20/2016
6:51:20 PM
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I SharePoint Content Changes by User

OT4yeT No M3MeHeHUAM KOHTeHTa CalToB, CMCKOB, 31eMEHTOB CMICKOB W AOKYMEHTOB, CIpyrrnpoBadHHbBIM T10

MOJIb30BATE/HO, KOTOpr|7| BHEC ISMEHEHA.

Filter Value

Who: ENTERPRISE\J.Carter

Workstation:

192.168.10.25

Action Object Type What When
B Added List Item http://sp01/Shared Documents "Human Resources" 4/20/2016
6:50:48 PM
Workstation:  192.168.10.25
Added Document http://sp01/Shared Documents/Human Resources/manual.rtf 4/20/2016
6:51:20 PM
Workstation: 192.168.10.25
Added Document http://sp01/Shared Documents/Human Resources/project.docx 4/20/2016
6:51:42 PM
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I SharePoint Read Access

netwrix

OTyet coAepxXinT I/IHq)Opl\/laLLI/II-O MO MOJIb30BaTe/IdM, KOTOPbIE MPOCMaTphBa/it AOKYMEHTBLI Ha SharePoint.

Filter

Object Type

List

Where:

List

Where:

List

Where:

List

Where:

Value

What

http://sp01/Lists/PublishedFeed

http://sp01

http://sp01/Lists/PublishedFeed

http://sp01

http://sp01/Lists/PublishedFeed

http://sp01

http://sp01/Shared Documents/IT

http://sp01

Who

ENTERPRISE\).Carter

ENTERPRISENA . Terry

ENTERPRISE\N.Key

ENTERPRISE\).Carter

When

4/20/2016
6:36:05 PM

4/20/2016
6:37:07 PM

4/20/2016
6:40:07 PM

4/20/2016
7:04:23 PM
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Netwrix Auditor

for Windows Server




netwrix

All Windows Server Changes

OTueT MO U3MeHeHWsM BCex 06bekToB W HacTpoek Windows cepBepa, BKA4Yas amnmapaTHble YCTPOWCTBA,

apaneepsbl MO, CNyxbbl, CETEBbIE YCTPOWCTBA, 3aM1aHNPOBaHHbIe 3a4a4K, MpaBa A40CTyNa W T.4.

Filter Value
Action Object Type What Who When
B Modified Scheduled Scheduled Tasks\Microsoft\Windows\Customer ENTERPRISE\).Carter A4/17/2016
Task Experience Improvement Program\Server 1:30:34 AM

\ServerCeipAssistant

Where: ws1.enterprise.com

Triggers:
+ Added: "At 4/18/2016 1:30:34 AM on 4/18/2016 1:30:34 AM - After triggered, repeat every 1.00:00:00 indefinitely."

*  Removed: "At 4/17/2016 1:29:06 AM on 4/17/2016 1:29:06 AM - After triggered, repeat every 2.00:00:00 indefinitely."

B  Modified Scheduled Scheduled Tasks\logon activity task ENTERPRISE\T.Simpson  4/17/2016
Task 2:12:55 AM
Where: dc1.enterprise.com
Triggers:

+  Added: "At 4/18/2016 1:12:55 AM on 4/18/2016 1:12:55 AM - After triggered, repeat every 2.00:00:00 indefinitely."
*  Removed: "At 4/17/2016 1:05:03 AM on 4/17/2016 1:05:03 AM - After triggered, repeat every 1.00:00:00 indefinitely."
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I Local Users and Groups Changes

I3MeHeHVs, KOTOpble BHeCeHbl 4Yepe3 KOHCOMb Local Users vnm Groups. DTOT OTYeT ABASeTCA OCHOBHbIM,
MOCKO/IbKY W3MEHEeHUs B Y4YeTHbIX 3anmcax nofib3osatenein Windows okasbiBaeT pellarollee BANAHME Ha

6e30MacHOCTb cepBepa.

Filter Value

Where: wsl.enterprise.com

Action ObjectType What Who When
B Modified Local Group System Information\Local ENTERPRISE\T.Simpson 4/18/2016
Groups\Users 2:10:53 PM
Members:

*« Added: "WS1\Malicious"

B Added Local User System Information\Local ENTERPRISE\T.Simpson 4/18/2016
Users\Malicious 2:11:24 PM

Account is : "enabled”

Description changed

Full Name: "Malicious”

Name: "Malicious”

Password Never Expires: "No"

User cannot change password: "No”

User must change password at next logon: "Yes"

B Modified Local User System Information\Local ENTERPRISE\T.Simpson 4/18/2016
Users\Malicious 2:12:33 PM
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Windows Server Configuration Details (State-in-Time)

netwrix

OTyeT coaepXnT 0630p KoHGUrypaumm Windows server n cogepxmt cneayroue ceegeHnda: OC, aHTUBKPYC, N0KalbHble MO/b30BaTeNN VI TRYMMbI,

obue darnoBble pPecypchbl, YCTAHOBMEHHbIE MPOrpamMMbl U CIyXObl. MOXHO MprMeHWTb 0a30Bble QUALTPLI ANA BblAeNEeHUS MNpobaem

6e30MacHOCTU, TakMx Kak ycTapeBLuas OnepauyoHHas CUCTeMa UK aHTUBKPYC.

Category:

dec

Category:
Object Type

Default Share
Default Share
Shared Folder

Shared Folder

General

05 Name

Microsoft Windows Server 2012 B2 Standard Evaluation

File Shares
Object Name

ADMINS
CS
METLOGON

5¥YSVOL

Object Path

CAWindows
Ci\
CAWindows\5Y5VOL\sysvol\enterprise.com\5CRIPTS

CAWindows\5Y5VOL\sysvol

0S5 Version

- = =
| ST
e AL

Properties

Remote Admin
Default share
Logon server share

Logeon server share

Antivirus Status

lzsues Detected
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Local Users and Groups (State-in-Time)

B oTueTe mepeduncieHbl IOKajJbHbIe MOABL30BATENM U TPYMMbl Ha cepBepax Windows, CrpyrnnpoBaHHble Mo MMeHW cepepa. Ana Kaxaoro
0OBbekTa CoobLIaeTcs cneayrollee: Trn (MOAb30BaTeb UKW FPynna), COCTOAHWE (e MPUMEHKMO) 1 CBOMCTBA, Takme Kak Tary "Cpok AencTBug

Maponga HUKOrAa He ncTtekaeT" Uy YaeHsl rpynnbl.

Server: fsl.enterprise.com

MName Type Status Properties

Access Control Assistance  Group [NSA

Operators

Administrators Group MSA Members: J.Carter, ENTERPRISE\Domain Admins, Administrator
Backup Operators Group [NSA

Guest User Disabled Password never expires

J.Carter User Enabled
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I All User Activity by User

Briaeo3anncb akTMBHOCTW MO b30BaTenen.

Filter Value

Who: ENTERPRISE\T.Simpson

Where: dcl.enterprise.com

Netwrix Auditor User Activity - vega/Netwrix_UAVRS/5e57e9dc-ec3b-4ba2-82ca-331bf802d871/DC1.enterprise.com/ENTERPRISE.).Carter/2016/0421/073048_04_1.avi
Event Viewer | - ‘ al | x
& Computer Management =

=

When What

File Action View Help

4/18/2016 Windows PowerShell es|m = Bl
1 0:31 :29 AM %’ ::}M;pitj‘ System Properties \L‘ Actions -
b (D Tas Remote Desktop Users Pl X System -|o] x [ Smv=d bog--
. . » @ B < Custom View...
4/18/2016 Console Window Host | Windows PowerShell 5l Seleer Users or Grojps [ Jheen 2] | M cuntom viw..
12:14:12 PM ’ ; ;T Select Users or Groups - @ | flog.
. # e  sda obice _ PO i
4/18/2016 Windows PowerShell s | [f] [z r Groues | [ Topes. |
b Eh Service] From tis location T . "
12:15:16 PM [smeprescom [T ] |+ o Windows Server2012R2 | [aizensas.
a Tosk Tos this Log..
. . Common Queris
»
4/18/2016 Console Window Host | Windows PowerShell - 5] ‘ s 2o .
1 2“] 6.45 PM Desanption ‘Stans wih v| ‘ 3
g . sting System, x4-based procsssor : :
H L 145, M ift Win...
4/18/2016 Windows PowerShell ouhInput s vl ot il 145, Microsoft Win.. »
12:18:37 PM ettings h Tack To This Event..
B Change settings
rise.com Selected Events..
— ah
|| Hame E-Mai Address Description In Folder ~ ™ »
2 Reporter_Dis Mlows usersto |, enterpriss com/'
H2 Reporter_Expl Mlows usersto|...  enterprise.com/
B Reporter_Rep... Miows usersto .. entemprise.com/... ft Software License Terms
2, Repater_Rep... Mlowa uacrato l...  cnterpriac.com/... .
3 Schema Admins Designated admi...  sntempriss.com Changeproduct key
2 i || £ Sener Manag %‘ Members of this ..~ enterrise com/’
i, SystsmMaibo . SydtemMaibox enterprise com/|

2, SystemMaibo .. Systembaibox!. enterprise.com/l..
2. SystamMailbo .. SystemMailbaxi entemrise com/| =
% Tom Alen T Aler@erter entemiise com

<

R, Tom Simnann T Simann@ert  Nerain Admin antamrias rm/

933 AM

wEERG om0

(>} 4 —e
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I All Oracle Database Activity by Object

Bce m3MeHeHUs, BHeCeHHble B 0a3sbl AaHHbIX Oracle, BKIHOYAA M3MeHeHne KOHOUrypauum v npusuaernim,

ycrewHble M HeydadHble MOrbITKM BXOAda B CNCTEMY, CTPYTITTINPOBaHHbIE T10 MMEHI 0bbeKTa.

Filter Value

What: Data_Cardholder

Action Object Type Who When
B Read Data ENTERPRISEYJ.Carter 10/3/2016
6:07:13 PM
Where: orcl/orcl.enterprise.com

Workstation: 192.168.1.47

Action name: SELECT

Container name: CDBSROOT

Database user: SYS

Privilege for action: SYSDBA

Program name: SQL Developer

Session ID: 2729059355

Unified policy name: NWX_ACTIONS_OBJ_POL_EMP

68



netwrix

I Account Management

[TONHBIA  CMNCOK YAa4YHbIX W Hey[AdYHbIX [MOrbIToK CO34aHNA, M3IMEHEHUA, YAaNeHWA, BKJIHYEHWA V]

OTK/TIOHEHUNA YHETHDLIX 3anumcen basbi AdHHbBIX Oracle.

Filter Value
Action Object Type What Who When

B Modify User C##J.Carter ENTERPRISE\T.Simpson  10/4/2016
(Failed 4:01:10 PM
Attempt)
Where: orcl/orcl.enterprise.com

Workstation: 192.168.1.49
Action name: ALTER USER

Captured SQL statement: ALTER USER "SYSBACKUP" DEFAULT TABLESPACE "USERS" TEMPORARY TABLESPACE "TEMP" PASSWORD
EXPIRE ACCOUNT LOCK ENABLE EDITIONS

Cause: ORA-65074: editions not supported for common users
Container name: CDBSROOT

Database user: C##).Carter

Privilege for action: SYSDBA

Program name: SQL Developer

Session ID: 1608348078

Unified policy name: ORA_SECURECONFIG, NWX_ACTIONS_POL
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I All Oracle Database Logons

OT4YeT MO YAAYHBbIM 1 HeyJadHbIM MOMbITKaM MOAKAUeHUsa K ba3e AaHHbix Oracle. o Kaxaon nonbitke

AOCTYMNa MoKasbiBaeTcd MHOOPMaLMa 06 Y4YeTHbIX 3anuncax, WCMOoMb30BaHHbIX An4 Bxoga B OC xocTa w

noAkntoueHnd HenocpeacTeeHHo k b/l Oracle.

Filter

Action

B Failed
Logon

Where:

Workstation:

Value
Object Type What Who When
Logon orcl/orcl.enterprise.com ENTERPRISE\J.Carter  10/3/2016
12:05:39 PM

orcl/orcl.enterprise.com

192.168.1.47

Action name: LOGON

Cause: ORA-01017: invalid username/password; logon denied
Client IP: 172.17.6.7

Container name: CDBSROOT

Program name: SQL Developer
Session ID: 4025540185
Unified policy name: ORA_LOGON_FAILURES
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I Data Access

netwrix

OTueT No BCeM MOb30BaTENAM, KOTOPbLIE MOAYUMAM AOCTYN K 6a3e gaHHbIx Oracle.

Filter

Action

B Read

Where:

Workstation:

Value
Object Type What
Data ENT.Customer

orcl/orcl.enterprise.com

ENTERPRISENORACLE

Action name: SELECT
Container name: CDBSROOT
Database user: C##).Carter
Privilege for action: SYSDBA

Program name: SQL Developer
Session ID: 2729059355

Unified policy name: NWX_ACTIONS_OBJ_POL_EMP

Who When

ENTERPRISEV).Carter 10/3/2016
6:07:13 PM
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I Privilege Management

netwrix

VI3MeHeH K pone|7| 4 r|p|/|B|/|ﬂer|/||7|. |/|CI_IOﬂb3yI7IT€ oTyeT A4 BblABJIEHWNA HEODOOCHOBAHHbIX Ha3HaYeHI

ponen 1 obecneyeHna 6e3onacHoCT bas gaHHbIxX Oracle,

Filter

Action

B Modified

Where:

Workstation:

Value
Object Type What
Role CDB_DBA

orcl/orcl.enterprise.com

192.168.1.47

Action name: GRANT

Container name: CDB$ROOT
Database user: C##).Carter
Privilege for action: SYSDBA
Privilege user or role: ANONYMOUS

Program name: SQL Developer

Role name: ADM_PARALLEL EXECUTE_TASK
Session |D: 1608348078

Statement ID: 79

Unified policy name: ORA_SECURECONFIG

Who

ENTERPRISE\).Carter

When

10/4/2016
4:00:44 PM
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» Netwrix Auditor

for SQL Server




I All SQL Server Changes by Object Type

Bce n3meHeHs 06bekToB 1 NpaB 40CTyMa Ha SQL cepBepax, CrpynnrpoBaHHbIe MO TUMY U3MEHEHHOIO 0OBbEKTa.

Filter

Value

Object Type: Database

Action

Added
Where:

Workstation:

What

Databases\Prod1

sql1\db1
172.17.6.12

Object Type: Table

Action

Added

Where:

Workstation:

Action

Added

Where:

Workstation:

Added

Where:

Workstation:

What

Databases\Test1\Tables\dbo.BUYPOTENCY
sqgl\db1

172.17.6.12

Object Type: Column

What

Databases\Videorecording\Tables
\dbo.VideoSessions\Columns\RelativePath

sglT\db1

17217 5142

Databases\Videorecording\Tables
\dbo.VideoSessions\Columns\VariablePath

sglT\db1

172.17.5.142

Who

ENTERPRISE\).Carter

Who

ENTERPRISEY).Carter

Who

ENTERPRISE\).Carter

ENTERPRISE\).Carter

When

2/3/2016
7:04:28 PM

When

4/6/2016
2:20:14 PM

When

4/6/2016
2:20:14 PM

4/6/2016
2:20:14 PM

netwrix
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I All SQL Server Logons

[laHHble MO  yCnewHbIM 1 HeyAauHbIM - MOMbITKaM  noakatoueHns K SQL  cepBepy, 4epe3 cucTemy

ayTeHTudrkaumm Windows nnn SQL Server.

Filter Value
Action Object Type Who When

B Failed SQL logon ENTERPRISE\T.Simpson 10/4/2016
Logon 33511 PM
Where: SQL\MSSQLSERVER

Workstation: 172.17.6.25

Cause: An attempt to login using SQL authentication failed. Server is configured for Windows authentication only.

B Failed SQL logon ENTERPRISE\).Carter 10/4/2016
Logon 3:46:31 PM
Where: SQL\MSSQLSERVER

Workstation: 172.17.6.25

Cause: An attempt to login using SQL authentication failed. Server is configured for Windows authentication only.

B Successful Windows ENTERPRISE\).Carter 10/4/2016
Logon logon 2:54:09 PM
Where: SQL\MSSQLSERVER

Workstation: 172.17.6.25

75



netwrix

& Netwrix Auditor

for VMware




netwrix

I All VMware Changes by Object Type

Bce n3meHeHra B MHOpacTpykType VMware, CrpynnmpoBaHHbIe Mo TUMY M3MeHEeHHOro obbekTa.
Filter Value

Object Type: ResourcePool

Action What Who When
B Removed \ha-folder-root\ha-datacenter\host ENTERPRISE\J.Smith 2/27/2016
\ENTMKTVMSO1.enterprise.com\Resources\John 3:35:14 AM
Carter\Enterprise\QA
Where: https://entmktvmO1.enterprise.com:443
Object Type: VirtualMachine
Action What Who When
B Removed \ha-folder-root\ha-datacenter\vm\Enterprise ENTERPRISE\).Carter 2/8/2016
3:22:20 PM
Where: https://entmktvm01.enterprise.com:443
Removed \ha-folder-root\ha-datacenter\vm\CA Enterprise ENTERPRISE\J.Carter 2/8/2016
3:22:39 PM
Where: https://entmktvmO1.enterprise.com:443
Added \ha-folder-root\ha-datacenter\vm\CA ENTERPRISE\J.Carter 2/8/2016
3:24:30 PM
Where: https://entmktvmO1.enterprise.com:443
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I VMware Virtual Machine Changes

OTYeT COAePXUT [AaHHble MO V3MEeHEeHW KOHOUIypauun BUPTYanbHbIX MallVH:

AOCTyMa U T.A4.

Filter

Action

B Removed

Where:

H Removed

Where:

B Added

Where:

Value

What

\ha-folder-root\ha-datacenter\vm\Enterprise

https://entmktvmO01.enterprise.com:443

\ha-folder-root\ha-datacenter\vm\CA Enterprise

https://entmktvm01.enterprise.com:443

\ha-folder-root\ha-datacenter\vm\CA

https://entmktvm01.enterprise.com:443

Who

ENTERPRISE\).Carter

ENTERPRISE\).Carter

ENTERPRISE\).Carter

netwrix

HACTPOWUKK, MpaBa

When

2/8/2016
3:22:20 PM

2/8/2016
3:22:39 PM

2/8/2016
3:24:30 PM
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