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O630p NpoayKTa

Netwrix Auditor

Netwrix Auditor - 3To KOMn1eKcHoe peLueHne A1 3GPeKTBHOrO KOHTPOAS N3MEHEHWIA B TPAANLIMOHHBIX U
obnayHbIX MH$pacTpykTypax. Netwrix Auditor no3sonsieT npefoTBpaLLaTh yTeUKN JaHHbIX, Bbi3BaHHbIE
aTakaMu MHCaNAepoB, BbIABAAET Yrpo3bl 6@30MacHOCTH, NCMOAb3Yya aHa M3 NOBeAEHNS Nonb30BaTenen.

Netwrix Auditor obneryaeTt NpoxoXxaeHune ayanTa Ha COOTBETCTBME HOPMATVBaM M NMO3BONSET BbITb B Kypce

N3MEeHeHWA, KOTOpble BHOCAT NPUBUIENPOBaHHbIE NOMb30BaTeNN B pa3fiyHble IT-cucTemMbl.

ad

BoisiBnsiite MNpoxoanTte ayanT Ha MoBbiLwaiiTe
NnoAO3puTE/NbHYH COOTBETCTBUNE 3¢ PeKTUBHOCTL IT cnyX6bl
aKTUBHOCTb craHaapTam Mb: PCI DSS, C MOMOLLIbIO
nonb3oBaTenei HIPAA, SOX, FISMA, ISO aBTOMaTNYeCKoro
[0 TOrO, KaK Npoun3soigeT 27001 v apyrue. MOHWTOPWHra 1
yTeuka JaHHbIX. OTHETHOCTM.

sales@netwrix.com.ru
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[TprnoxxeHuns

Moaynun Netwrix Auditor

Netwrix Auditor noazep>XxmvBaeT LUMPOKKiA cnekTp IT cuctem, Bkatoyas Active Directory,
Exchange, darinoBble cepsepsbl, SharePoint, SQL Server, VMware n Windows Server,
Office 365, Azure AD, cuctembl XpaHeHus faHHbIX EMC n NetApp, 6a3bl gaHHbIX Oracle.

©

Netwrix Auditor for
Exchange

o

Netwrix Auditor for

Office 365

o

Netwrix Auditor for

NetApp

B

Netwrix Auditor for
SharePoint

Netwrix Auditor for Netwrix Auditor for
Active Directory Azure AD
Netwrix Auditor for Netwrix Auditor for

w» Windows File Servers EMC
Netwrix Auditor for Netwrix Auditor for
Oracle Database SQL Server

Netwrix Auditor for
Windows Server

Netwrix Auditor for
VMware

sales@netwrix.com.ru




|O3

[penmyLLecTBa

YcuneHve mep
6e3onacHOCTA

CooTBeTCcTBME
HOpMaTVBaM

OonTnMmsauyms
paboumx
npoLeccoB

BoisBnsiiTe MnoTeHUMaNbHble WHCAAEpPCKUe Yrposbl, KOHTPOIVPYS W3MeHEeHUs
NoNb30BaTENbCKMX  AaHHbLIX, HACTPOEK pasiMyHbIX CUcTeM, npas AO0CTyNa,
Y1eHCTBa B rpynnax 1 nonbITKK noany4YeHna Joctyna.

Paccnegylite MB-UHUMAEHTHI U NpeAOTBpaLLaiiTe YTeUkM AaHHbIX, NyTeM aHanvsa
M3MEHEHWUA B HACTPOMKaX, OTCNEXMBAHWUA MOAO3PUTENbHOM aKTUBHOCTU U
HeCaHKLVOHNPOBAHHOIO AOCTYMa K AaHHbIM.

MNpeogonesaiite OrpaHWYeHUs] BCTPOEHHbIX CPeACTB  ayAuTa, YyMeHbluas
KONMNYeCTBO WM36bITOUHbIX JAaHHbIX W MOydas KOHTEKCT CO6bITUIM, WCMOAb3ys
TexHonoruno AuditAssurance™.

Y6eanTecb B TOM, YTO HaCTPOKN NT-MHGPaCTPyKTypbl COOTBETCTBYHOT CTaHAapTaM
6e30MmacHoOCTU.

Mcnonb3yiiTe roTtoBble OTYeTbl, HEOBXOAMMblE A/ TMPOXOXAEHWs ayAuTa Ha
cootBeTcTBMEe HopMaTtBaM PCl DSS, HIPAA, SOX, FISMA/ NIST800-53, COBIT, I1SO/
IEC 27001 n ap.

XpaHI/ITe AaHHbIE O COCTOAHUK CUCTEM, MpaBaX AO0CTyrna N BCeX M3MEHEeHUNAX B
TedeHne npoLo/XNTe/IbHOIro BpeEMEeHN - 10 net n 6onee. |_|pl/l HEOGXOAI/IMOCTI/I,
€CTb BO3MOXXHOCTb O6paTI/ITbC9| K AaHHbIM 06010 CpoKa paBHOCTK, AnA
rnpoeeaeHuA ayanTta nan pacciesoBaHn4.

CokpawiaiitTe Bpemsi MOATOTOBKW OT4YETOB: aBTOMaTuMyeckoe ¢opmMupoBaHme
MOAPOBHLIX M MPOCTLIX /15 BOCAPUSTAS OTYETOB CIKOHOMUT BPEMS COTPYAHUKOB
UT-cny6bl, yCKOPUT MPOXOXAEHME ayanTa Ha COOTBETCTBME cTaHAapTam WB.

MpepoTBpalwaiiTe MNpPOCTO/A CUCTEMbl U MUHUMW3NPYATE BpeMs YCTPaHeHWs
Henonaaok, BbI3BAHHbIX OLWVBOOUHBIMU VN HEKOPPEKTHbIMN VM3MEHEHUAMIN B
HaCTPOWKax MPUAOXKEHWN.

MpoBoguTe KOMMNEKCHBIA ayaut UT-mHbpacTpykTypbl 6€3 avwHux 3atpat: MO
Nlerko yctaHaBnMBaeTcsa 1 HacTpameaeTcs. [na paboTsl € M0 He HY>XXHO NMPOBOAUTL
obyyeHue cneymanmcToB.

sales@netwrix.com.ru
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Kak 370 paboTaeT: YcuneHre mep 6e30nacHoCTU

[NocToAHHasA oueHka Vb prckos,
CHWXeHWe yrpo3

Belgennte knroveBble HaCTPOMKY, N3MeHeHue
KOTOPbIX YrpoXaeT 6e30MacHOCTI AaHHbIX.
Hanpumep, n36bIToOUHbIE NpaBa A0CTyna ANA
rpynnbl "Everyone" B Active Directory, nnn
npaMasa Belfada paspeLueHnii.
KoHTponvpyiite 311 HaCTpOIiKY, 3asarniTe
HeobxoAMMble MPaBWIa 1 paspeLleHus,
YTOOBI MUHVMI3MPOBATE PUCK MOTEPY NN
KpaXu AaHHbIX.

Object Permissions by Object

IT Risk Assessment: Overview

Gives you a bird's eye view of

risks in your organization. Control and mitigate your IT risks by continuously

monitoring and addressing weak points in your environment, such as chaotically organized privilege

structure, "shadow" user and

Total risk level for Permissions:

Risk

User accounts with administrative privileges

Total risk level for Data:

Risk

Shared folders accessible by Everyone

Total risk level for Users and Computers:

Risk

User accounts with Password never expires

Shows file and folder permissions granted to accounts (either directly or via group membership),

grouped by object path.

Object: \\fs1\shared\Finance (Permissions: Different from parent)

Account Permissions
ENTERPRISE\A.Kowalski Full Control
ENTERPRISE\A.Watson Full Control
ENTERPRISE\Administrator Full Control
ENTERPRISE\G.Brown Full Control
ENTERPRISE\.Carter Full Control
ENTERPRISE\P.Anderson Full Control
ENTERPRISE\T.Simpson Full Control
fs1\Administrator Full Control

Means Granted
Group

Group

Group

Group

Directly

Group

Directly

Group

computer accounts, and improper content on your file shares.

B Acceptable
Level

= Acceptable

B Take action
Level

B Take action

Pay attention
Level

Pay attention

KOHTpO/Ib MpeBbILLeHns
MNOSIHOMOYMM W NpeLoTBpPaLLeHme
KpaXu AaHHbIX

rony4nTe NoMHbIM OTHET O BblAaHHbIX MpaBax
foctyna B Active Directory, oTMeHnTe
OLUMBOYHO BbIAAHHbIE MpaBa Vv
HacnefoBaHHble NpaBa. YoeanTech, YTo
[OCTYM K AaHHbBIM OTAE/IbHbIX COTPYAHUKOB
COOTBETCTBYET VX CTaTyCy U CIyXeOHbIM
3aga4aM. OnepaTvBHO pearvipyinTte Ha nrodele
MN3MEHEeHVs B NpaBax AoCTyna.

sales@netwrix.com.ru
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Kak 310 pabortaeT: YcuneHve mep 6e30nacHoCTr

MONHBIA KOHTPO/Ib 33 COBLITUAMM

B IT-nHGpacTpykType

Monyunte obLee NpejcTaBieHme O
LeATenbHOCTU COTPYAHVKOB B Ballelt UT-
NHPpPaCTpyKType, ncnonb3ys Enterprise
Overview Dashboards. O6bHapyxuBanTe

nojo3puTesbHble AeACTBUA COTPYAHNKOB.

BblAcHMTe, Kak yacto Npon3BOAATCA
N3MeHEeHWA, Ha Kakne CUCTeMbl OHU
BAVAKOT 1 Np.

Failed Activity Trend

Shows consolidated statistics on failed actions, including failed read attempts, failed modification
attempts, failed logons, etc. The report also lists the users with most failed attempts.

160
140

Enterprise Overview

CHANGES BY DATE
500

SERVERS WITH MOST CHANGES

200
100

enterprise.

onmicrosoft.com

© o © © ©
SN & N & S S
LR . LGN O Y
A Ao £ $ 0 10 200 300 400 500

USERS WHO MADE MOST CHANGES CHANGES BY AUDITED SYSTEM

5 = File Servers
== Oracle Database
ENTERPRISE\T.Simpson _ Azure AD

70
Windows Server
enterprisexc.eronn [N
. Exchange Server
== Exchange Online
SharePoint Online

O6HapyxeHwue 1 aHanu3
aHOMa/IbHOr0 NoBeAeHNs
rMoJsib3oBaTesnein

MpocMaTpyBaliTe CTaTUCTVIKY MO Takvm
MHLWAEHTAM, KaK HeyaauHas

9/27/2016 9/28/2016 9/29/2016 9/30/2016 10/1/2016

B Oracle W Logon Activity SQLServers MM File Servers

Date:  10/3/2016 (Attempts: 145)

Who Attempts
ENTERPRISE\D.Harris 78
ENTERPRISE\G.Brown 7

10/2/2016 10/3/2016

ayTeHTUOUKaLWs B CUCTeMe, HeyaauHast
nonbITka A4oCTyNa K daiiny (MpoydTeHue,
n3meHeHne Ganos).

sales@netwrix.com.ru
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Kak 370 paboTaeT: YcuneHre mep 6e30nacHoCTU

OnoBeLLeHusi Npu 06HapyXeHMy

MOAO3PUTE/IbHbBIX NOBEAEHHECKNX Possible ransomware activity

MNaTTepPHOB

OTcnexviBanTe noao3puTeibHble

AeVicTBYA nonb3oBaTenen: gobasneHue

CTOPOHHWMX NOAb30BaTENel B rpynny

Enterprise Admins, 0AHOBPEMEHHbIN

Z0CTYN K 60NbLIOMY KOIMYecTBy Gannos

nT.A.

& Behavior Anomalies

m RISK SCORE TIMELINE
1000

Q

9/7/2017

=
by
&

ENTERPRISE\A.Tomlinson
ENTERPRISE\L.Fishborn
ENTERPRISE\M.Lopez
ENTERPRISE\A Jovahni

ENTERPRISE\J. Weiner

Do Do Do Do Do Do

ENTERPRISE\L.Wilmore

9/8/2017

View profile
View profile
View profile
View profile
View profile

View profile

9/9/2017

9/10/2017

Risk score
725

630

385

215

145

98

v

The alert was triggered by 150 activity records being captured within 60 seconds. The most recent of
those activity records is shown below. To review the full activity trail, use the interactive search in
Netwrix Auditor.

Who: ENTERPRISE\].Carter

Action: Modified

Object type: File

What: \\fs3.enterprise.com\Documents\Contractors\payroll2017.docx
When: 4/28/2017 11:35:17 AM

Where: fs3.enterprise.com

Workstation: mkt025.enterprise.com

Data source: File Servers

Monitoring plan: Enterprise Data Visibility Plan

Details: Size changed from "807936 bytes" to "831488 bytes"

This message was sent by Netwrix Auditor from au-srv-fin.enterprise.com.

BbiiBneHme yyeTHbIX 3anmcei C
R HanbobLLNM KO3OPULMEHTOM
pUcka

50 MoyunTe MakcMyM MHGOPMAaLN O AEVCTBIAX
—— . —— = I y ym vHGOP

90T 9122017 97132017 KaXa0ro KOHKpeTHOro rno/sib3oBatesid B
Last alert time cucTeme. 3T0 NO3BOJUT BbIABUTL
10/10/2017 7:27:02 AM cKOMMnpomeTpoBaHHble y3, npeaoTBpaTnTb
10/6/2017 72520 AM aKTVIBHOCTb 310yMblLLNEHHVKOB. OLeHVBanTe

10/6/2017  7:28:11 AM o
Kaxz0e CobbITVe, BbICTPO NpeanpuHnManTe
10/5/2017  7:29:32 AM

10/2/2017  7:26:14 AM HeO6><O,D,VII\/IbIe Mepbl Mo NpeAoTBpalleHno
10/1/2017  7:19:29 AM yTeuex.

sales@netwrix.com.ru
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Kak 310 paboTaeT: YcuneHve mep 6e30nacHoCTr

KoHTpo/b npaB AocTyna
M 3auTa HpopmMaLumm

Y6eantecb B TOM, YTO TO/IbKO
NOAXOASLLME COTPYAHVIKM UMEOT AOCTYT

KOHPUAEHUMANBHBIM AaHHbIM. 15 3TOro

NCNOMb3yNTe OTYET O AeCTBYHLLMX
npasax Ha ¢aiin nan nanky.

Failed Read Attempts

Shows unauthorized file access attempts. This report can be used for compliance audit to show that all

unauthorized data access activities are traceable and easily auditable.

Action Object Type What

B Read (Failed File
Attempt)

\\fs1\Finance\Cardholders\
Overview.xlsx

Where: ENTWKS0412

[l Read (Failed File
Attempt)

\\fs1\Finance\Accounting\
Statement0313.xIsx

Where: ENTWKS0524

M Read (Failed File
Attempt)

\\fsI\HR\NewHire\
SalaryList.xIsx

Where: 172.17.4.34

Object Permissions by Object

Shows accounts with their inherited or explicitly assigned basic permissions allowing
them to access folders and subfolders, results are grouped by object path.

Folder path: \\fs1\Management\Finance

K User Account

ENTERPRISE\Administrators

ENTERPRISE\J.Smith

ENTERPRISE\
B.Green

ENTERPRISE\
S.Hernandez

ENTERPRISE\
K.Davis

9/26/2015
3:03:08 PM

9/26/2015
3:05:38 PM

9/26/2015
3:07:23 PM

Permissions User Permissions Inheritance

List folder/ read data Explicit
Read attributes

Read extended attributes

Read permissions

Change permissions

List folder/ read data
Read attributes

Read extended attributes
Read permissions
Change permissions

Inherited

OTCcnexuBaHue goctyna K
HeCTPYKTYPUPOBaHHbLIM
AAHHBIM

Mcnonb3yinTe NoANUCKY Ha eXeAHeBHble
OTYeTbl, UTOObI BbIABUTL TEX, KTO
NbITAETCA MONYYNTb AOCTYN K BaXKHbIM
dannam, Hanpumep, Homepam
6aHKOBCKMX KapT, MEAVLIMHCKAM
KapTouKkaM 1am 6aHKOBCKMM BbIMMUCKaM.
Netwrix Auditor nokaxeT, KTo
OCYLLIeCTBIAN NOMbITKW YTEHUS AN
n3MeHeHus GainnoBs, Ha KaKoM cepBepe
1 B KaKoe BpeMs.

sales@netwrix.com.ru
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Kak 3To paboTaeT: YcuneHve mep 6e30nacHoCTr

YnpaBneHue
HeCTPYKTYpUPOBaHHbLIMU
AaHHbIMU

HaxoanTte HeHyXHble paspeLleHus K
JaHHbIM, 6nokmpyriTe
Hencrnonb3yemble ¢arinbl, CHUXarTe
pucK 3n0ynoTpebneHus
NPUBUAETVAMN.

Netwrix Auditor Alert

Excessive Access Permissions

Shows accounts with permissions for infrequently accessed files and folders. Use this
report for spotting unnecessary permissions and preventing data leaks.

Object: \\fsl\shared (Permissions: Different from parent)

Action

ENTERPRISE\Administrator
ENTERPRISE\B.Atkins
ENTERPRISE\H.Malicious
ENTERPRISE\K.Smith

Permissions Means Granted  Times Accessed
Full Control Group 258

Read (Execute, List folder content) Group 14280

Read (Execute, List folder content) Group 1745

Read (Execute, List folder content) Group 10020

Object: \\fsl\shared\Finance (Permissions: Same as parent)

Action
ENTERPRISE\B.Atkins
ENTERPRISE\H.Malicious

Possible ransomware activity

The alert was triggered by 150 activity records being captured within 60 seconds. The most recent of
those activity records is shown below. To review the full activity trail, use the interactive search in

Netwrix Auditor.

Who: ENTERPRISE\|.Carter

Action: Modified

Object type: File

What: \\fs3.enterprise.com\Documents\Contractors\payroll2017.docx
When: 4/28/2017 11:35:17 AM

Where: fs3.enterprise.com

Workstation: mkt025.enterprise.com
Data source: File Servers

Monitoring plan: Enterprise Data Visibility Plan

Details: Size changed from "807936 bytes" to "831488 bytes"

This message was sent by Netwrix Auditor from au-srv-fin.enterprise.com.

Permissions Means Granted  Times Accessed
Modify (Read, Write, Execute) Group 8680
Full Control Directly 966

OnoBseLleHUs npu
06Hapy>xeHun
NOA03PUTENBHbIX
nosejeH4YecKnx naTrepHoB

OTcnexwvBariTe Nojo3puUTebHble
JLeNCTBUS MoJsib3oBaTenen:
fobaBneHve CTOPOHHMX
nosb3oBaTtenelt B rpynny Enterprise
Admins, ogHOBpPeMeHHbIV AOCTYM K
60/bLLIOMY KOAnYecTBy Gaifios U T.4.

sales@netwrix.com.ru
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Kak 310 paboTaeT: YcuneHve mep 6e30nacHoCTr

OTOo6paxeHne HacTpoek
CUCTeMbl Ha N6y 3a4aHHYHO
AaTy B NpoLueAleM BpeMeHU

OtyerThbl State-in-time™ nokasbiBatoT
HaCTPOVKM PasNYHbIX CUCTEM Ha 0By
3a/laHHyto AaTy B MpoLUioM. Hanpumep, Bbl
MOXeTe y3HaTb, KTO BXOAWN B
onpegeneHHyo rpynmny rof Hasag, Kakor
Torga 6bi1a NoOANTMKA MO HACTPoke
naponei. Takasi UHPOpMaLs MOXeT
NPUroANTLCS 419 CPaBHEHMSt HAaCTPOeK €
3TaNOHHbIMW, @ TaKkxe npwu
paccnesoBaHUAX MHUMAeHTOB UB.

i
H

corresponding checkbox

Select the changes you want to roll back by ticking the

Historical Snapshot Management

By default, only the latest snapshot is available for the State-in-Time Reports.
To generate reports on the target system'’s state at a past moment, import the
corresponding snapshot to the database first.

All available snapshots: Snapshots available for reporting:
@ 4/18/2014 5:51:31 AM A @ 4/18/2014 8:33:26 AM

(63 4/18/2014 6:02:13 AM (& 4/18/2014 4:55:41 AM
([ 4/18/2014 8:21:11 AM
[ 4/18/2014 9:50:38 AM
[ 4/19/2014 4:11:01 AM
(& 4/20/2014 9:54:19 AM Apply

& 4/21/2014 7:40:12 AM

(& 4/24/2014 8:05:01 AM
(& 4/24/2014 9:00:08 AM v

K

Next >

Select Changes for Rollback

BoccTtaHoBNeHME 06BEKTOB U

Below is a list of changes that occurred in the specified

time range. Highlight an abject to see what action will nMxX atTbwum 6 OB
be performed p yT
I
#-{_| ZJKey user Group ~ X .
-1 & Bill Lioyd (user. Modified) B cnyuae, ecnu B AEtlve Directory
#-{_]& Chen kn (user. Modified) NPOU30LLAN CayYaliHble UK
L& eventlog test (user. Removed) npeAHaMepeHHble HexenaTe/ibHble
‘D:. John Gates (user. Added)
"-[]& sarah Connor (user. Removed) ) N3MeHEHWS, Bbl MOXeTe BEPHYTb BCe
{_] & Nick Parker (user. Removed) - 06bekTbl AD 1 ntobble X CBONCTBA B
1-|:|:_ test user (user. Removed)
1| & Jessica Smith (user. Removed) v npeAblayllee coctoaHve, 6e3

nepepbiBoOB B pa60Te N ANNTENbHbIX
BOCCTAaHOBNEHU U3 pe3epBHbIX KOMUM.

Next > | | Cancel

sales@netwrix.com.ru



10

Kak 310 paboTaeT: YcuneHve mep 6e30nacHoCTr

AoNrocpoyHoe xpaHeHue

a i :
JAaHHbIX ayanTa & a Audit Archive

a * Location and retention settings for the local file-based storage of audit data.

[lByxXypOBHeBasi CMCTeMa XpaHeHs
JAaHHbIx ayauTa (B, SQL + dainnosbii
apxmB) AuditArchive™ nossonset
obpaLLaTbCs K CObbITUSAM,
npowusoweawim 10 neT Hasag n 6onee.
3TO MOXET NPUroANTLCSA AN1A
pPeTpoCneKTUBHOro aHaAn3a Npu
npoBeAeHNN paccnesoBaHU.

Write audit data to:

Keep audit data for:

< Search 8 who 7 action A whar (D ween [ wHere
“User Activity (Video)” x

|:|7| Open in new window SEARCH é% Advanced mode
Who Object type Action What Where When

ENTERPRISE\).Carter Window

Show video...

ENTERPRISE\).Carter Window

Show video...

ENTERPRISE\).Carter Window
Show video...

ENTERPRISE\).Carter Window

Show video...

P R Cam p o 5 =

QO sa—

Location and retention settings

C:\ProgramData\Netwrix Auditor\Data

24 months

KoHTponb cucrtem, He
BeAYyLLMX XXYPHasbl COBbITA

Bbl MOXeTe KOHTpoMpoBaTb
N3MEHeHUs B cMcTeMax, 418 KOTOpbIX He
npeAycMOTPeHO BeZeHue XXypHanoB
cobbITHIA. Micnonb3yinTe BUAeO3annch
AeCcTBUIN Nonb3oBaTtenew. Nuwerca He
TO/MIbKO NMPOUCXOAsLLIee Ha IKPaHe, HO 1
MeTaZaHHble: 3aro10BKM OKOH,
npoLecchl 1 np., BOSMOXEH NONCK
CcobbITUI.

sales@netwrix.com.ru
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Kak 370 paboTtaeT: COOTBETCTB/IE HOPMATMBaM

OTcnexnBaHue N3MeHeHW B New Monitoring Plan
pa3n Vl l,l H bIX CMCTeMaX VI3 Get ready to monitor your environment. Choose a data source or pick a specific area of interest.
eIMHON KOHCON

A @ O M & © @ %

d D_Active Azure AD F_\?/ir;dows Exchange Egchﬁnge Share Point Shaorel Point
Netwrix Auditor nogaepxvnBaeT OCHOBHbIE rectory e servers mine mine
CNCTEMDI, OCyLLIeCTBAACT UX Hel'lpepblBHblVI g = E @ @ [i! E‘I
MOHUTOPWUHI U C06|/IpaET nony4yeHHble oradle - Windows
1 W :
/laHHble B eAViHble OTUeTbl. Bbl MoXeTe Database | QUS| seer | CroupPPolles VMware e Newee
yrnpaendaTb CobbITUAMU B Pa3nnyHbIX
MPWIOXEHUSIX N3 eAVHOWN KOHCONN.
P A 5 8 Lk
;t?fjg, Agtsi\?\;y Integration

HpeBeHTI/IBHbIe MEpPBbI N4

IT Risk Assessment: Data
CHUXeHUA ypoBHA b prckos

Keep your finger on the pulse of access audience and discipline of your company’s “business
crown jewels” - the most valuable data assets.

Total risk level for Data: Pay attention MHTepaKTI/IBHb\e FpaCDI/IKM 1 OTHEThI
Risk Level MO3BOIAKOT MOTy4YNTb MOSTHOE
Folders with “Everyone” group access ® Acceptable NPeACTaBNeHME O COCTOAHUMU
File names containing sensitive data = Acceptable MHq)paCprKTypbl 4 ypOBHe ee
Potentially harmful files on file shares Pay attention 6e3OHaCHOCTM B KOHerTHb”;I MOMEHT.
Direct permissions on files and folders B Take action MCI—'Oﬂ b3y|7|Te N 'DlaHH bie ﬂ‘ﬂﬂ

MPOXOXAEHVIS MPOBEPOK U ANS yCUNeHNs
6e30MacHoCTU.

sales@netwrix.com.ru



|12

Kak 370 paboTtaeT: COOTBETCTBME HOPMATVBAM

MoaTBEPANTE HanU4Me
AENCTBYIOLLMX MOANTUK
6e30MnmacHoOCTU

MpefoctaBbTe NPOBEPSAOLLM
OpraHmnsaLVam Bce JoKa3aTeNbCTBa TOro,
UTO HEeobXoAMUMbIE MONNTUKIA
6e30MacHOCTN BHeApeHbl 1 paboTaroT.
Bbirpy3nte HeobxoanmMble AaHHble O
COCTOSAHWM CUCTEMbI, MpaBax AoCTyna n
T.4. 13 XpaHunnula Netwrix Auditor - 3a
Nrobyro Aaty B MpoLlealleM BpemMeHU.

Members of Local Administrators Group

Shows Windows servers, with members of the local Administrators group for each server.
You can apply baseline filter to highlight servers with security issues, e.g., those where

the Administrators group include users not in your baseline list. Use this report to prevent
rights elevation and exercise security control over your organization.

Server

fs1.enterprise.com

sql01.enterprise.com
srv01.enterprise.com
srv02.enterprise.com
srv03.enterprise.com

srv04.enterprise.com

=]
@Search S whio 7 acrion [P\ wrar (O wHEN [ WHERE
|’T4Simpson”>< “J.Carter” x “Last 7 days” x Patient Info |
|:|7' Open in new window SEARCH 85 Advanced mode

Who Object type Action What Where When
ENTERPRISE\  File B Read \\fs1\Critical\Patient Info\ fs1. 8/24/2016
D.Harris Insurance.xlsx enterprise.com 2:57:12 PM
ENTERPRISE\  Folder B Modified \\fs1\Critical\Patient Info ~ fs1. 8/24/2016
G.Brown enterprise.com 2:51:01 PM

Permissions: - Added: “ENTERPRISE\D.Harris (Allow: List folder / read data, Create files / write data ...

ENTERPRISE\  Window
G.Brown

® Activated Windows Explorer |
Permission Entry for
Patient Info

Show video...

fs1. 8/24/2016
enterprise.com 2:51:01 PM

Members Status

Administrator, fs1local, ENTERPRISE\Domain Admins Issues Detected

Administrator, J.Carter, ENTERPRISE\Domain Admins Issues Detected

Administrator, T.Simpson, ENTERPRISE\Domain Admins Issues Detected

Administrator, ENTERPRISE\Domain Admins OK
Administrator, ENTERPRISE\Domain Admins OK
Administrator, ENTERPRISE\Domain Admins OK

OnepaTtuBHOe rnpejocraBsneHue
MH$OpMaLUKU NMPOBEpPSIOLLINM
opraHusaumsam

Bbl MOXeTe NpeAoCTaBAATb BCHO
Heobxoanmyto nHopMaLuno
NPOBePSAOLLMM OpraHn3aLsam
6bICTpee, Yem paHbLue. Hanpumep, Bbl
MoxeTe 6bICTPO OTBETUTb Ha BOMPOCHI:
«KaK M3MeHsIcs cocTaB rpynnbsl Domain
Admins rog Hazaa?» Unu «y Kakumx
nonb3oBaTtesnieit 6bi11 3adprKCUPOBaHbI
NpeBbILLEeHNS MOHOMOUMNIA?»

sales@netwrix.com.ru
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Kak 370 paboTtaeT: COOTBETCTB/IE HOPMATMBaM

LLIa6bfioHbI OTYETOB B € Reports e epors

cooTBeTCcTBMN C TpEGOBaHI/IFIMI/I Enter your search Q
peryﬂﬂTOPOB > CJIS Compliance
> FERPA Compliance
V|CI'IO!'II:3yI7IT€ rOTOBblE OTYeThl, > FISMA/NIST Compliance
HeO6XOAI/IMbIe ANA NPOXoXAeHWA ayanTa > GDPR Compliance
Ha cooTBeTCcTBME HopMaTmBam PCl DSS, > GLBA Compliance

[N

HIPAA, SOX, FISMA/ NIST800-53, COBIT,
ISO/IEC 27001 n Ap. [£ Effective Group Membership

[Z Failed Read Attempts

HIPAA Compliance

4 ISO/IEC 27001 Compliance

4 NERC CIP Compliance

> PCI DSS Compliance

> SOX Compliance
Long-Term Archive AOCTyNHOCTb AaHHbIX ayAnTa B
Location and retention settings for the local file-based storage of audit data. TeveHnn 1 0 netT n 60nee
Location and retention settings CobupaiiTe faHHble O COBbLITUAX C

) ) ) . NH60ro KoNMYecTBa MCTOUHMKOB,
Write audit data to: C\Program Data\Netwrix Auditor\Data

Keep audit data for: 60 months r|pe06pa3y|/|Te NX B MNPOCTble, MOHATHbIE

Netwrix Auditor uses the LocalSystem account to write audit data to the Long-Term oTyeTbl. Cncrema AUdItInte”Igence
Archive Modify NO3BONT XPaHUTb BCHO MHOPMaLMIO B
TeyeHUn 10 neT 1 bonee, a Takxe

0b6ecrneunT Nerknin 4ocTyn K JaHHbIM B

v
Nto60 MOMEHT.

sales@netwrix.com.ru
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Kak 310 pabotaet: ONnTMmM3aLusa paboyrx npoLeccoB

OTcnexuBaiite Bce 3MeHeHs All Group Policy Changes
Shows all changes to Group Policy objects, settings, links, and permissions, with the name of

B MT'M H q) pa CT pyKType the originating workstation.

o Action What Who When
nO)'Iy‘—iaI/ITe |/|H¢op|v|au,|/|ro O KaXa0M

N3IMEeHeHWn: YTo 6b|f|0 N3MEHEeHO, rﬂ,e n Modified Security Policy ENTERPRISE\).Smith 3/;2/12101\7\/'
KeM, a TakK>XXe AaTy N BpemMa N3MeHeEHWA, )
3HAUEHUSA «J0» U «TOCe». Where: det.enterprise.com
Workstation:  172.17.35.12
MoaaepXMBatOTCa Takme CUCTEMbI Kak: oristation
: A Path: Computer Configuration (Enabled)/Policies/Windows Settings/Security
Active DIrECtoryl prl‘l noBble NOANTNKN, Settings/ Account Policies/Password Policy
cepBepbl Microsoft Exchange, dalinosble
H H ifi licy: Enforce password history; Setting: 24 passwords remembered
cepBepbl, cpeaa Microsoft SharePoint, Modified Pol )
) -> 3 passwords remembered;
CYB/, Microsoft SQL Server, BupTyanbHas
Modified Modified Policy: Maximum password age; Setting: 20 days -> 200 days;
NH q) pPacTpykTypa Vmware, a Takxe Modified Modified Policy: Minimum password length; Setting: 7 characters-> 4 characters;

MaLUMHbI nog ynpasaeHnem OC Windows.

|_|p0CTbIe N NMOHATHbIE OTYETHI
Account Permissions in Active Directory

Shows Active Directory objects that the security principal has explicit or inherited permissions n pocmaTtpneats beckoHeuHble KypHanbl

on (either granted directly or through group membership). Use this report to see who has C06b|T[/||7| NI NcaTb CKp|/||'|Tb| PowerSheH
permissions to what in your Active Directory domain and prevent rights elevation. The .
permissions are reported only for users that belong to the monitored domain. 6osblle He Tp66y8TCﬂ- Brubnnoteka Netwrix

Auditor cogepxunt 6onee 150 roToBbIX
oTUeToB 1 rpadurKkoB. B oTueTax Bbl HaligeTe
Object Name Object Type Means Granted BCHO HEO6XOA|/|My|'O VlHq)OpMaLl,l/H'O 06
\com\enterprise\Computers container Directly N3MeHeHWsAX B I/IHq)paCprKType, npaBax
nosb3oBaTener Ha Nbyto AaTy,

Account: \com\enterprise\Users\John Carter

\com\enterprise domainDNS Group
) - - X NCTEKALWNMX Naponax N HeakKTUBHbIX y3.
\com\enterprise\Builtin builtinDomain Group M
OXXHO nosy4vaTtb OTYeTbI MO no4yTe,
\com\enterprise\Builtin\Account Operators group Group Hal'lpl/lMep )p/a3 B Heﬂ.eﬂl'o HaCTpal/lBaTb
\com\enterprise\Builtin\Administrators group Group Cl)l/U'lepbl, rpynrll/lpOBaTb n COpTl/lpOBaTb
\com\enterprise\Builtin\Backup Operators group Group AaHHbIE, a TakKXe BKCHOpTVIpOBaTb nx B

nonynsapHble popmatsl (PDF, XLS n gp.).

sales@netwrix.com.ru
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OnepaTtuBHOe rnpejocraBsneHue

oT4yeToB

Pe3ynbTaThbl 3aNpOCOB MOXHO COXPaHSATb
NPsSIMO Ha rNaBHOM cTpanuLe Netwrix

Auditor ans ganbHenwero

MCNONb30BaHNA U NPeAOoCTaBATb UX

Kak 310 pabotaet: ONnTMmM3aLusa paboyrx npoLeccoB

Netwrix Auditor

Visibility Platform for User Behavior Analysis and Risk Mitigation

Quick Start

A

New Active
Directory Plan

=

g

New Windows
Server Plan

Konaeram. 3To MOXeT COKOHOMUTL Balle

BpeMS 1 3HaUYUTE/IbHO YNPOCTUTb
COBMECTHYI0 paboTy HECKONbKMX OTAEN0B

BalLlemn opraHumsauunn.

Data Access Trend

ACTIVITY BY DATE

0
7/21/2016 /282016 172972016 1/30/2016 7/31/2016 08/1/2016 08/2/2016
== Reads == Modifications == Deletions

MODIFICATIONS

ENTERPRISEY.Carter [N
ENTERPRISE\T.Simpson [

ENTERPRISE\G.Brown [l
ENTERPRISE\AWatson [
ENTERPRISE\D.Harris ||

0 50 100 150 200 250

M

New
Exchange Plan

New
Azure AD Plan

DELETIONS

ENTERPRISEY.Carter [y
ENTERPRISE\T.Simpson [N
ENTERPRISE\G.Brown [N
ENTERPRISE\A.Watson [

ENTERPRISE\D.Harris [l

READS

enTerPRISE.Carter | NN
eNTERPRISE\T.Simpson |
eNTERPRISE\G.Brown |
eNTERPRISE\AWatson |

ENTERPRISE\D.Harris [l

Intelligence Configuration
[ % a\
4
New Windows
File Servers Plan Search Alerts Monitoring Plans
—
—
—
New SQL
Server Plan Reports Subscriptions Integrations Settings
& G v E
New Exchange Enterprise Failed Activity Activity Outside
Online Plan Overview Business Hours
e o o o -
AD changes. Amazon Successful file
by Administrator | Console reads by Guest
All Data Sources since yesterday | Login since yesterday

ABTOMaTM3aLMsA OTYETHOCTU

MpocmaTpmBaTb HGeCKOHeUHbIe XYPHasbl
CObbITUIA MK NUcatb ckpunTbl PowerShell
bonbLue He TpebyeTcs. Bubnnoteka Netwrix
Auditor cogepxunT 60nee 200 rotoBbIX
oTueToB 1 rpadurKoB. B oTueTax Bbl HalgeTe
BCIO He06Xxo4MMYH0 nHGOopMaLuo 06
N3MeHeHUAX B MHGPaCTPyKType, MpaBax
nonb3oBaTtesieli Ha NbyLo AaTy,
NCTeKarLWMX Naponsx N HeakTNBHbIX Y3.
MOXHO nony4vaTb OTYeThbl MO NouTe,
Harnpumep, pa3 B HeZesto, HacTpanBaTb
dUNbTpBLI, rPYNNMpPoOBaTh 1 COPTUPOBATL
JaHHble, a TaKkXke 3KCMopTMPOBaTh VX B
nonynspHblie dopmatel (PDF, XLS n ap.).

sales@netwrix.com.ru
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Kak 3To pabotaeT: ONnTMmM3aLusa paboyrx npoLeccoB

Bbl6opoyHasi nognucka Ha
OTYeTbl N OMNOBELLEHMS

Bbl MOXeTe noJlyyaTb OnoBeLLeHns 06
N3MEHEeHUAX CaMblX BaXKHbIX HAaCTPOeK B
peanbHOM BpeMeHW. Hanprmep, Bbl
nony4mTe OrnoBeLLeHVe B Cyyae
n3MeHeHMn B rpynnax Enterprise Admins
1 Domain Admins.

Active Directory Object Restore

Select Rollback Source

@ State-in-time snapshots (recommended)

Netwrix Auditor Alert

Possible DBA privilege abuse

Who:

Action:
Object type:
What:
When:
Where:
Workstation:

Data source:

Monitoring plan:

ENTERPRISE\.Smith

Removed

Table
Databases\Customers\Tables\dbo.Cardholders
5/3/2017 7:19:29 AM

sql2.enterprise.com

mkt023.enterprise.com

SQL Server

Enterprise Database Visibility Plan

This message was sent by Netwrix Auditor from au-srv-fin.enterprise.com.

Allows restoring deleted AD objects down to their attribute level based on the state-in-time

snapshots made by Netwrix Auditor.

Audited domain: enterprise.com

D Select a state-in-time snapshot
4/6/2017 4:59:35 AM

O Active Directory tombstones

Provides partial Active Directory objects restore based on the information retained on
tombstones. Use this option if no state-in-time snapshots are available for the selected period.

Audited domain: enterprise.com

[NpeaoTBpaLleHMe NpocToes
cucTembl

Ecnuv Bbl 06Hapy>xunan B AD
HexenatenbHble U3MEHEHWS UAY Y3Hau,
uTO 06BEKTbI AD 661NV yAaNeHbl, Bbl
MOXeTe BOCMO/Ib30BaTbCsA MacTepoM
BOCCTaHOB/IEHNSI OOBEKTOB U BEPHYTb
Balll KaTafor B Npe/bljyLiiee COCTOSHMe.,
Bo3Bpat v3meHeHW He TpebyeT
MPOCTOEB U Nepesarpy3ok, MPONCXOANT
3a CeKyHZbl - HAMHOTO bbICTpee, YeM Npu
NCMoIb30BaHNM CPeACTB Pe3epPBHOMO
KOMVpOBaHVS.

sales@netwrix.com.ru
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PeleHne NocToaAHHbIX Npobnem NT-JenaptameHTa

System dopMupyiiTe OTUETbI O COOTBETCTBUN HOPMAaTMBaM bbICTpee.

Administrator

IT

BeisBnsaiite noAo3puTesibHble JeNCTBUS MoJib30BaTesNen,

npeaoTBpaLLast yTeukm JaHHbIX. Security
Administrator

IT KoHTponupyiiTe Bce cobbiTns B IT-MHPPACTPYKType 1
Manager MNPOXOANTE ayANT Ha COOTBETCTBME HOPMaTMBaM.

MUHUMU3MPYIATE PUCKA 1 3aTPaThl,
CBSi3aHHble C CObNtoAeHIEM HOPMAaTVBOB.

ObecneybTe NMOJHY MPO3PAYHOCTH
npegoctaBnsemblx IT-HGPaCTPyKTYp.

sales@netwrix.com.ru
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PyHKUNN

AyANT NU3MEHEHWI U KOHTPOJIb AOCTYNa

AYyAUT W3MEHEHWIA: KOMMEKCHbI MOoAXO04 K OTCAEXMBAHWIO UV3MeHeHnin B UT-uHpacTpyKkType.
dopMMpOBaHMe OTYHETOB, COZepXaLUMX WMHPOpMaLMIO: KTO, YTO, rAe U Korga mameHun. OTobpaxeHue
npeablayLLmx napaMmeTpos.

AyamnT HacTpoek: OTueThl State-in-time™ nokasbiBalOT HACTPOMKW Pa3NYHbBIX CUCTEM Ha NHOBYHO 3afaHHYHO
AaTy B npoLuioM. HanpumMep, Bbl MOXeTe y3HaTb, KTO BXOAW/ B OMpejesieHHyto rpynmny roj Hasaj unuv
KaKol Torga bbli1a NoAnTMKa No HaCTPOrike Naposen.

KOHTpO}'Ib A0CTyna: oTcnexrBaHWe yaauHbIX U HeyAa4YHbIX MONbITOK A0CTYMa K MPUIOXEHUAM N AaHHBIM.

Buaeosanunce AeNCTBUA Nonb3oBaTeNieil Ha cepBepax M pabounx CTaHLMSAX BO BPeMst MHTEPaKTUBHBIX U
yAaNeHHbIX Ceccuii, OTCAeXMBaHWe JeNCTBUIA € KPUTUYECKM  BaXHbIMU  MPUIOXKEHUSMY,  He
OCYLLIeCTBAAOLMMY 3aMKChb B XXYPHasbl COBbITUIA.

KoMniekcHoe peLleHue aAns ayanTa

EaVHOeE pelleHus aia ayanta NU3SMeHeHU: nojaepykka Bcex KtoUeBblX CUCTEM U MPUOXKEHUA. YipaBneHmne
BCEMW COBBLITUAMU N3 eMHON KOHCO/N.

AuditAssurance™: aBToMaTMueckass KOHCOAUAAUMSA AAHHbIX W3 MHOXECTBAa HEe3aBUCUMbIX WCTOYHVKOB
(>kypHanbl cO6bITUIA, CHUMKWK KOHUrypauum (snapshots), 3anucu o6 UCTOPUN U3MEHEeHUIA), Mo3BoNseT
bVKCMPOBATb M3MEHEHNS, AaxXe eC/ivi TOT U UHOM UCTOYHUK He COAEPXNUT BCeX HEOBXOAMMBIX AaHHbIX.

AuditIntelligence™: TpaHcdopmaLma 601bLIOr0 KOMYECTBA AaHHbIX ayAMTa B MPOCTbIe U YTaeMble OTYeTbI.

AuditArchive™: aByxypoBHeBasi cuUCTeMa XpaHeHUs AaHHbiX ayauta (B4 SQL + dainoBblii apxmB)
obecneymBaeT AOFOCPOYHOE XpPaHeHe MHPOPMaLMK 1 BbICTPbLIA AOCTYN K HEN.

JocTyn K AaHHLIM Ha ocHoBe posieid: CucTema focTyna K AaHHbIM ayAuMTa MO3BO/AET pa3rpaHnyvBaTh
YypOBeHb A0CTyna C y4eToM MUHUMMU3ALMU MoaHoMouni. KnveHTckas vactb MO Netwrix Auditor moxer
1CMO/b30BaTbCA Ha IFO6OM KOMMbIOTEPE AJ1A MOJTyYeHUA OTHETOB 1 CTaTUCTUKM.

PaboTa B pexnmve Ncnoib3oBaHUA areHToB U 6€3 UCMNoJIb30BaHUS areHTOB.

sales@netwrix.com.ru
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PyHKLUNU

OTyeTbl M onoBeLleHUs

MHTepakTMBHBI/ MOWCK: NO3BOASET 3a4aTb BOMPOC Ha aHIINMNCKOM £i3blke W BbICTPO MOAYYUTb OTBET -
Kakne faHHble 6blIN U3MeHeHbl, KeEM W KOrja, a Takke - KTO MMeeT WU UMen AOCTYN K PasnyHbIM
anemeHTaM UT-nHpacTpykTypsbl.

Bonee 150 TMMOB OTYETOB C BO3MOXHOCTBIO GUABLTPALMM, FPYNMMPOBKM. DKCMOPT OTYETOB B PasfiMuHble
dopmatbl: Adobe Acrobat, PDF, MS Excel, MS Word, CSV. Be6-goctyn Kk otyeTam. HacTpoiika pacnmncaHus
OTMNPaBKW OTYETOB.

MoaroToBka MaTpuupl Npas goctyna ana ceptuoukaumm no #3-152.

LLla6noHbI 0TYETOB, CHOPMUPOBAHHbBIX MO MEXAYHAPOAHbLIM OoTpacieBbIM cTaHzapTam: PCI DSS 3.0, HIPAA,
SOX, FISMA/NIST800-53 1 ISO/IEC 27001 v ap.

OnoBeLLeHVs 0 BCEX TUMaX COBbITWI B MHGPACTPYKTYpe B peXXMMe peaslbHOro BpeMeHMU.

Enterprise overview dashboards - HarnsgHble rpadrkm n3meHeHUn MO BCEM KOHTPOAMPYEMbBIM CUCTEMAM
N NPUNOXKEHNSAM. BO3MOXHOCTb 6bICTPOro nepexoja oT rpadurkoB K geTalbHbIM TabANYHbBIM OTYETaM.

SIEM, BO3BpaT NU3MeHeHU

WHTerpauusa ¢ SIEM gaa ontuMm3aumm oTY4eTHOCTM 1 cokpalleHunsa UT-3aTtpaT. MNMoasepxka popmata CEF u
MHTerpauus ¢ 6onbwnHCcTBoM SIEM-cuctem, Bkarouas MaxPatrol n KUMA

YripaB/ieHWe XypHanamu cobbIThii: 06beanHeHMe, XpaHeHne XypHanoB CobbITUI CUCTEM 1 YCTPOCTB.
Moaaepxka dpopmata syslog, onoseLleHNs B peanbHOM BpeMeHU, Be6-0TUeThI.

Bo3Bpat n3mMeHeHwWiA: onepaTVBHOE BOCCTaHOB/EHME NpeAblAyLLX HACTPOeK 1 CBOCTB 06BeKTOB, be3
nepesarpysKku CUCTeMbl U 06paLLeHNs K Pe3epBHbIM KOMUSM.

sales@netwrix.com.ru



RESTful APl — 6e3rpanunuHbie

BO3MOXHOCTV/ MOHUTOPUHTIA U
OTYETHOCTW, MHTerpauns C I6bIM
YCTaHOB/IEHHbIM Ha CepBepe NN B

obnake NpuUIOXKeHVeM

*® ol P

LieHTpann3oBaHHbI MakcumanbHas Bbliroga ABTOMaTM3aLus
ayanT N OTYETHOCTb oT SIEM cuctem IT npoLieccos

MNoapobHee: www.netwrix.com/go/add-ons



BapuaHTbl pa3BepTbiBaHUSA

YcrtaHouTe Netwrix Auditor B CBOe MHOPaCTPyKType,
B BMPTYaNbHOW Cpese UM Ha 061a4Ho naaTthopme

Tpa,Cl,I/ILI,I/IOHHaFI BmpTyaanble O6nayHble

I/IH(I)paCprKTypa MalLLlHBbI I'I}'IaTCIDOprI

Microsoft Windows VMware Microsoft Azure
Server Microsoft Hyper-V

AWS Marketplace

]| mm Microsoft

mag Vindows Server W Hyper-V == Microsoft Azure

vmware \&/Zwsmarketplace
READY °°
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MHeHMne JKCcnepToB

. ..IHCTPYMEHTbI Ans ayamTa
KOHPUrypaumin no3BONSAOT MPOBEPUTL
HaCTPOMKN BalIMX CUCTEM, NPUBECTU MNX
B COOTBETCTBME C NYYLLINMWN NPaKTUKaMU
1 TpeboBaHUAMU perynsaTopos...”

...... nobeautenb B HOMWHAaLNAX
«Jlydwinii npoaykt ana Active Directory/
Group Policy» 1 «/lyylinin NpoAykT ANns
Ayanta n CooTBeTCTBUA CTaHAapTam» 4
roga noapsa... "

MAGAZINE

“..ayant  NHPPaCTpPyKTypbl He  camas
npocras EEVECEN 0CObBeHHO ecnmn
NPOBOAUTE ero Bpy4YHy. O60 BCeX Menkmx
N3MEHEHUAX N AeTanax, KOTopble paHblue
HeobXxoAMMO 6blN0 3anoMWHaTb, Tenepb
3a6oTuTca Netwrix Auditor...”

Petri

IT Knowledgebase

“...peweHne nonyyumnno 5 ns 5 3eesg n 6bi10
pekoMeHA0BaHO Ans TecTMpoBaHusA
KaXAoMy  3aKas3uuky, MCrnofb3yroLiemy
AD..."



netwrix

JlononHUTeNnbHO

Mpo6Has BepcuA: 3anpocnTe becniaTHyro NpobHyo Bepcuto MO:
sales@netwrix.com.ru

One-to-One Demo: gemoHcTpauusa MO oT nHxeHepoBs

CBSOKUTECH C OTAENIOM NPOoAAXK A1 JONONHUTEeNbHOW MHbOpMaLun
sales@netwrix.com.ru
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